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BRECKLAND COUNCIL 
 

At a Meeting of the 
 

GOVERNANCE AND AUDIT COMMITTEE 
 

Held on Thursday, 2 December 2021 at 10.00 am in the 
The Breckland Conference Centre, Anglia Room, Elizabeth House, Walpole Loke, 

Dereham, NR19 1EE 
 

PRESENT 
Cllr Bill Borrett (Chairman) 
Cllr Harry Clarke 
Cllr Jane James 
Cllr Linda Monument 
 

 
ALSO PRESENT  
Cllr Timothy Birt  
Cllr Philip Morton  
Cllr Mark Robinson  
Cllr Sarah Suggitt  

 
In Attendance  
Alison Chubbock - Assistant Director Finance (Section 151 Officer) 
Faye Haywood - Head of Internal Audit 
Stephen James - Executive Director 
Ryan Pack - Innovation and Change Business Partner 
Sarah Wolstenholme-Smy - Legal Services Manager (Deputy Monitoring 

Officer) 
Teresa Smith - Democratic Services Team Leader 

 
 
 Action By 

 
 

63/21 INTRODUCTIONS   
  
 The Chairman welcomed the new Lay Member, David Fowler to 

the Committee, and Members and Officers introduced themselves. 
 
Mr Fowler thanked everyone for the warm welcome.  Mr Fowler 
said that he had worked in Local Authorities for a number of years 
and was a planner by background and was looking forward to 
working with Breckland Council and the Governance and Audit 
Committee. 
 

 

64/21 MINUTES   
  
 Councillor Monument requested that the following amendments be 

made:  
 
Minute ref: 57/21 – follow up report on Internal Audit 
Recommendations (Para 10; line 8) should read ‘…agreements 
coming through with a number not actually complying with …’ 
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Minute ref: 59/21 – 2020/21 Audit results Report (para 15; last 
line) should read ‘…signing and did not detract from the 
publication requirements.’ 
 
Subject to the above amendments, the minutes of the meeting 
held on 30 September 2021 were agreed. 
 

65/21 ACTIONS ARISING FROM THE MINUTES (IF ANY) (STANDING 
ITEM)  

 

  
 None. 

 
 

66/21 APOLOGIES   
  
 An apology for absence was received from Councillor Kybird. 

 
 

67/21 URGENT BUSINESS   
  
 None. 

 
 

68/21 DECLARATION OF INTERESTS   
  
 None. 

 
 

69/21 NON-MEMBERS WISHING TO ADDRESS THE MEETING   
  
 The Chairman welcomed all non-members present to the meeting. 

 
 

70/21 TRAINING (STANDING ITEM)   
  
 Members had appreciated the Treasury Management training that 

took place on 14 October and felt it had been very beneficial. 
 

 

71/21 CONSTITUTION - PROPOSED VARIATIONS   
  
 Councillor Robinson, the Executive Member for Customer, Digital 

and Performance presented the report that considered variations 

to the Constitution.  Section 151 Officer has a very high workload 

and generally appoints a Deputy to assist. It is proposed that the 

constitution is amended to allow delegation of the S151 functions 

and will cover the exercise of the functions in all situations and not 

when the S151 Officer is absent.  

 

Full Council meetings are lengthening due to the number and 

complexity of questions asked by members to both the Leader, 

cabinet members and supplemental questions on notice. It is 

proposed that all of these are now combined into one item in the 

Council agenda and to limit the time to a period of 30 minutes. The 

order of who can ask the questions will remain. 

 

Members at committees and sub-committees may requisition a 

recorded vote, but the Constitution is not clear about how many 

members need to support that requisition. It is proposed that the 
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calculation will be the same as the quorate figure for that particular 

committee.  

 

It is proposed that the delegation to the S151 officer be amended 

to include the power to write off debts in accordance with the debt 

recovery policy which has already been approved, and also be 

able to dispose of obsolete stores or equipment.  

 

It is proposed that Chief Officers are authorised to make payments 

of compensation in connection with complaints to a maximum of 

£10,000 subject to agreement with the monitoring officer and 

appropriate cabinet member/chair of committee and to inform 

OSC. Currently any payments over £1000 are submitted to 

Council for approval.  

 
Councillor James questioned why the figure of compensation had 
risen from £1000 to £10000 and what calculations had been used 
to reach that figure.   
 
It was also noted that changes should be made to reflect the 
policy of the Council to ensure that the Constitution was updated 
to future proof and ensure it remained gender neutral. 
 
Councillor Monument asked if Paragraph 10 (d) of Part 3 Section 
F1 be re-worded to say ‘The Section 151 Officer shall in all 
instances ensure that where there is a conflict of interest in 
relation to any matter detailed in paragraph (c) above the matter is 
dealt with by the duly appointed Deputy (remove reference to they 
s/he). 
 
Councillor Birt also queried if there had ever been a report 
submitted to full Council to authorise payments of compensation in 
connection with complaints over the £1000 threshold.  He also 
questioned if it should be reported to a committee if any amounts 
were to be paid. 
 
Members heard that the £10000 limit had been set as it was in line 
with the insurance excess limits already in place.  Councillor 
Monument recalled that there had not been a report to full council 
in over 20-years that had related to payments over the £1000 
threshold. 
 
Councillor Clarke asked if the proposals for the role of the S151 
Officer had been proposed in line with the Local Government Act.  
He went on to ask if the proposed changes to the questions 
without notice at full Council would allow for questions following 
the Leaders report, and if there would be discretion for the 
Chairman of the meeting to agree that if there was an urgent or 
contentious item, the Chairman could vary the amount of time 
spent in answering a question. 
 
The Legal Services Manager confirmed that the proposed 
changes to the S151 Officer were in accordance with relevant 
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legislation.  It was also confirmed that Standing Order 54 would 
allow the Chairman to suspend any Standing Order and would 
therefore allow for an increase in time. 
 
The Chairman added that it would also fit with the Chairman’s 
discretion and if it was felt that more time would be needed then it 
would be seen as fair. 
 
Mr Fowler asked if there was any clarification on where the 
compensation payments would be made and if it would be 
reported to full Council.  The Legal Services Manager confirmed 
that the Overview and Scrutiny Commission would be informed 
and therefore this would be dealt with in the minutes that would 
also be presented to full Council. 
 
Councillor Morton asked what level of debt write off a Deputy 
S151 Officer would have, and if this would be reported.  The Legal 
Services Manager said that each case was assessed on its own 
merits.  The Assistant Director of Finance added  that debt write-
offs were not reported as they tended to be of small value. 
 
The Chairman suggested that it would be useful for the debt write-
offs to be specifically recorded within the accounts and therefore 
would be brought to the attention of the Committee.  It was 
requested that any write-offs of £10,000 or over would be 
specifically listed within the Treasury Management Report that 
would form an annual report.  
 
RESOLVED to RECOMMEND TO FULL COUNCIL that: 
 
1) In order to clarify those situations where the Section 151 

Officer is able to appoint Deputies the Constitution be varied as 
shown in Appendix A of the report;  

 
2) Part 3 Section F3 Paragraph (v)(g) (Delegations to the S151 

Officer) of the Constitution be varied to read as follows:  
 

“(g) power to write off debts in accordance with the approved 
debt recovery policy; and power to authorise disposal of 
obsolete stores or equipment subject to compliance with any 
requirements contained elsewhere within the Constitution.”  

 
3) In order to ensure that full Council can undertake its business 

more efficiently Standing Orders no. 5 (Order of Business), no. 
6 (Questions on Notice) and no. 7 (Questions Without Notice) 
be varied as shown in Appendix C of the report, and the 
variations be reviewed at the annual Council meeting in May 
2023;  

 
4) In relation to complaints:  

 
(a)  Item 1(h) of the terms of reference of full Council be 

varied to read as follows: 
 

7



Governance and Audit Committee 
2 December 2021 

 
 

5 

 Action By 

 
 

1(h) Payment or other benefits relating to complaints 
or findings of maladministration, other than minor 
payments/benefits of up to £10,000 

 
(b) Paragraph (j) of Part 3 Section F1 of the 

Constitution (Chief Officer general powers) be amended 
to read as follows: 

 
(j) To authorise payments of compensation in 
connection with complaints (including those made to 
the Local Government Commissioner/ Ombudsman) 
of up to £10,000, subject to (i) the agreement of the 
Monitoring Officer and the appropriate Cabinet 
Member or Chairman of Committee and (ii) informing 
the Overview and Scrutiny Commission. 

 
5) That in order to refer to recorded votes, Standing Order no. 

39 (Voting in Committees and Sub-Committees) be varied 
as shown in Appendix D of the report. 
 

72/21 APPOINTMENT OF EXTERNAL AUDITORS FROM 2023-24   
  
 The Assistant Director of Finance informed members that the 

existing external audit provision for Breckland was procured 
through Public Sector Audit Appointments Ltd (PSAA) for the 
period 2018-19 to 2022-23.  PSAA were now undertaking a 
procurement for the next appointing period and had invited all 
eligible bodies to opt into the national process.  Members were 
asked to consider the options for the external audit provision for 
the five-year period from 2023-24 to 2027-28 that were set out 
within the report. 
 
The Chairman was aware that the supply of Auditors was 
restricted and personally felt minded to recommend the public 
procurement as felt there was a risk if the Council chose an 
alternative option. 
 
Councillor Monument asked how long PSAA had been operating 
for.  Members heard that the PSAA had been operating for a while 
and that the process of procurement last time had proven to be 
very simple and successful. 
 
RESOLVED to RECOMMEND TO FULL COUNCIL: 
 

1) That the Council accepts the Public Sector Audit 
Appointments’ invitation to opt into the sector-led option for 
the appointment of external auditors for five years from 1 
April 2023. 
 

 

73/21 AUDITOR'S ANNUAL REPORT - YEAR ENDED 31 MARCH 
2021  

 

  
 The Assistant Director of Finance informed Members that the 

report had repeated much of what had been discussed at the 
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previous meeting, and that there were positive opinions on the 
financial statements, going concern, value for money and of the 
public interest report. 
 
It was noted that there had been a recommendation within the 
report that suggested that any actions or issues reported within 
the Performance Board be incorporated into the appropriate risk 
register to ensure the overall governance and reporting of those 
key contracts.  This was just in relation to the major contracts, not 
on general performance of the Council.  However, information 
discussed within the Contracts Performance Boards would not be 
relevant to bring to the Governance and Audit Committee as it was 
an operational level.  Any major performance issues would be 
picked up through the PI report to Overview & Scrutiny, which 
covered an element of the recommendation.  It was proposed that 
a new risk be added to ensure that all contracts be managed 
effectively and a failure to manage those contracts would not 
mean the Council was working towards the Corporate Plan.  
Therefore, this would be added as a new strategic risk, and would 
be reported to the Commission in February 2022.  
 
Ernst and Young would be informed that this would form part of 
the normal audit procedures.  
 
Members noted the contents of the report. 
 

74/21 PROGRESS REPORT ON INTERNAL AUDIT ACTIVITY UP TO 
22 NOVEMBER 2021 IN RELATION TO THE COMPLETION OF 
THE ANNUAL INTERNAL AUDIT PLAN FOR 2021/22  

 

  
 The Head of Internal Audit, Faye Haywood presented the progress 

report on Internal Audit Activity up to 22 November 2021 in 
relation to the completion of the Annual Internal Audit Plan for 
2021/2022. 
 
It was highlighted that since the report to the Governance and 
Audit Committee in September 21, there had been a significant 
change to the Internal Audit Plan.  The Private Sector Housing 
including the Disabled Facilities Grant audit was to be carried out 
in two parts with the first part culminating in a position statement 
and further detailed testing scheduled in Q4 to allow for changes 
to embed following the, recent Housing Services restructure and 
changes in the arrangements for sourcing contractors..   
 
Mr Fowler asked how confident the 45 days of work would be 
completed before the end of December.  The Head of Internal 
Audit confirmed that there had been a significant move on the 
work since the report had been published and was confident that 
the Quarter 3 results would be received. 
 
RESOLVED that Members reviewed the progress of the Internal 
Audit Plan for 2021/22 in the period covered by the report. 
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75/21 FOLLOW UP REPORT ON INTERNAL AUDIT 
RECOMMENDATIONS  

 

  
 The Head of Internal Audit presented the report that provided 

Members with the position on the progress made by management 
in implementing agreed Internal Audit recommendations as at 22 
November 2021.  One important internal audit recommendation 
was reported as outstanding however the service area had 
informed that the recommendation had been completed.  It was 
proposed that the recommendation be marked as completed 
following Internal Audit verification work. 
 
Mr Fowler asked for clarification as priorities were listed as 
‘Important’, but yet also listed as 1, 2 and 3 and asked for the 
definition of ‘Important’.  The Head of Internal Audit provided 
clarification and also said she would review the documents to 
include the priority level, rather than refer to numbers. 
 
Members noted the contents of the report. 
 

 

76/21 Q3 STRATEGIC RISK REPORT   
  
 The Executive Member for Customer, Digital and Performance 

presented the report that informed Members on the status of the 
Councils’ strategic risks for Quarter 3.  It was particularly 
highlighted that the Council continued to work with partners 
concerning the potential outcomes of the Governments Waste 
consultation. There was no detail with regard to the 
implementation or funding and therefore it was likely it would be 
broken into a separate strategic risk to the Council. 
 
The Innovation and Change Business Partner added that whilst 
there was a cyber incident which was under investigation it was 
hoped more information would be shared at the next meeting.  He 
also highlighted an error within the report that stated that there 
had not been any GDPR breaches; however, there had been 
breaches reported.   
 
Councillor Clarke suggested that a strategic risk of delivering the 
Local Plan should be included that would allow the Governance 
and Audit Committee to monitor the timetable of progress and 
ensuring the Council delivered what Cabinet had agreed. 
   
Members heard that it would be discussed at how the suggestion 
could be brought forward as a risk. 
 
Mr Fowler added that when the report was discussed at Cabinet it 
had been identified as a key risk for not delivering the plan on 
time, and also suggested that recruitment should be included as a 
risk.  He also asked why there was such a variance of the financial 
and budget impact with regards to waste consultation and if this 
would be a one-off consequence. 
 
The Innovation and Change Business Partner said that until 
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further detail had been provided regarding the waste consultation, 
it was not clear what the financial burden would be; and therefore, 
a predicted figure was used.  Recruitment formed part of an 
operational risk, and therefore the recruitment of specific planning 
consultants would fall under that category. 
 
Councillor Birt had carried out comparisons from previous reports 
and raised that the likelihood impacts had not been set the same 
across the risks.  He also felt that as Waste remained a most 
critical risk for the Council, that a separate agenda item should be 
brought forward to highlight what mitigations were important to the 
Council. Councillor Birt also asked for a definition of Raw Score. 
 
The Innovation and Change Business Partner clarified that the 
Raw Score was defined as what would happen if the Council did 
nothing.  He had also taken on board the comments made by 
Councillor Birt with regards to the Likelihood impacts and these 
would be reviewed. 
 
Members noted the contents of the report. 
 

77/21 TREASURY MANAGEMENT MID YEAR REPORT 2021-22   
  
 The Assistant Director for Finance presented the mid-year update 

on treasury activity to members.  The report included an update 
from LINK advisors on the interest rate environment and advised 
progress against the Council’s Capital position. 
 
The Chairman added that inflation was out of the Council’s control 
but asked if that was a material concern.  Members heard that it 
was not of material concern for Treasury Management, however it 
would be reflected within the mid-term financial report and the 
budget report. 
 
RESOLVED that the mid-year report and information on treasury 
activity be agreed. 
 

 

78/21 TREASURY MANAGEMENT POLICY & STRATEGY 2022-23   
  
 The Assistant Director of Finance presented the report that 

outlined the Council’s Prudential Indicators for 2022-23 to 2024-25 
and the expected treasury operations for this period and 
requested approval of the Treasury Management Policy, Strategy, 
and Prudential Indicators for 2022-23 to 2024-25. 
 
Members heard that the contract with the Council’s external 
treasury management advisors, Link, had been extended until 31 
March 2022.  In the meantime, the procurement of a new advisory 
contract was underway, and Members would be updated on 
progress in due course.   
 
In addition, CIPFA were consulting on the Treasury Management 
and Prudential codes and therefore the proposed policy did not 
include that information as it was not yet known and would be 
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referred to the Committee in March 2022 if required. 
 
It was highlighted that the Council would be in a borrowing 
position for the first time in many years, but this could be funded 
through internal borrowing as we were paying back capital spend 
through revenue contributions. 
 
The list of countries who had a sovereign rating of AA or higher 
had previously been updated by LINK to include Qatar and Abu 
Dhabi, and Members were asked to consider adding these back 
into the Council’s list of investments (as the Committee had 
removed them previously). 
 
Councillor Birt asked if there were any ethical standards on where 
to invest.  Members heard that there were not any ethical 
standards in place, but that the LINK counterparty list had been 
based on finance factors.  In addition, those countries listed as 
AAA did not always deal with small amounts and therefore it was 
unlikely that Breckland would be able to deal with all those 
counterparties on the list. 
 
Councillor Monument asked what would happen if the Council’s 
external treasury management advisors, Link, would not be 
extended past March 2022. The Assistant Director of Finance said 
that if there was a different advisor appointed, then they may hold 
a different list of ratings, in which case the Committee would be 
informed.  However, in practice all advisors used similar guidance 
and limits. 
 
Mr Fowler had noted that there had been a loan made to the Mid-
Norfolk Railway Trust but asked if there had been a typographical 
mistake.  The Assistant Director of Finance confirmed that the 
original loan had been £50,000 but that a balance of £5,000 
remained outstanding. 
 
RESOLVED to RECOMMEND to FULL COUNCIL: 
 

1) That the Treasury Management Strategy 2022-23 to 2024-
25 at Appendix A of the report is approved 

2) That the Minimum Revenue Provision (MRP) statement 
contained within Appendix A of the report which sets out 
the Council’s policy on MRP is approved 

3) That the Prudential & Local Indicators and limits contained 
within Appendix A of the report (Tables 1-11) are 
approved 

4) That the Investment Strategy 2022-23 (Appendix B of the 
report) and the detailed criteria included in Appendix B1 of 
the report is approved 

5) That the Treasury Management Policy at Appendix B2 of 
the report is approved 
 

79/21 WORK PROGRAMME   
  
 Members were asked to note that the Code of Conduct Standards  
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Review would come into force at the same time as the new 
Council would be elected in May 2023.  An initial draught would be 
brought to the Committee towards the end of 2022 and onto 
Council in 2023.  This would be added to the work programme. 
 
It was also noted that the Internal Audit Plan for 2022/23 be added 
to the meeting in February 2022. 
 

80/21 NEXT MEETING   
  
 The arrangements for the next meeting on Thursday 10 February, 

2022 at 10.00am in the Anglia Room, The Conference Centre, 
Elizabeth House, Walpole Loke, Dereham were noted. 

 

 
 
The meeting closed at 11.10 am 
 
 
 

CHAIRMAN 
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BRECKLAND DISTRICT COUNCIL 
 
Report of:  Sarah Barsby - Assistant Director, People and Governance 
 
To: Governance and Audit Commission- Thursday 10th February 2022 
 
Author: Ryan Pack - Innovation and Change Business Partner  
 
Subject:  Strategic Risk Update  
 
Purpose: To inform the Committee on the status of the Councils’ strategic risks 
 

 
Recommendation(s):  
1) That the contents of the report are noted 

 

 
1.0  BACKGROUND 
 
1.1  This report presents the current status of the Council’s strategic risks as of February 2022. 

The committee last reviewed the council’s strategic risks at their meeting in December 
2021.  

 
1.2 Strategic risks are captured on the Corporate Dashboard which is available to the Central 

Management Team (CMT) and reviewed by CMT and GOLD as required while we remain 
in COVID response and COVID recovery.  
 

1.3 Strategic risks have been reviewed and updated with responsible members of the Central 
Management Team. These cover the over-arching risks that may affect the strategic 
direction of the council, rather than risks linked to business continuity. 

 
1.4 In their nature, strategic risks have been identified as having the potential to cause 

organisation-wide impact and will often cover a number of key services and departments. 
 
1.5 The Council’s risk scoring mechanism is based on a 5x5 matrix and is comparable with 

best practice in other similar organisations. The risk matrix provides a comprehensive 
assessment and understanding of risk likelihood and impact. The matrix results in a 
numerical score that combines the impact of the risk occurring with the likelihood of it 
happening. 

 
1.6 Risks fall into High, Medium or Low categories depending on their rating. 
  
  

High  

Medium  

Low  

 
1.7 Risks are tracked below in a heat map to represent the number of strategic risks currently 

reported at each score. 
 
1.8 There are 13 risks included within the update report 
  
 The risks are made up of the following 
 
  

14

Agenda Item 8



Level of identified risk December 2021 February 2022 

High 6 4 

Medium 6 7 

Low 0 2 

 
 

1.9 One risk has been added to the register since it was last seen by the committee. This is: 

 Strategic contract monitoring 
 

1.10 This risk has been introduced as a result of the recent removal of our contract monitoring 
risk. Due to the nature of strategic risks, the council will always require a risk around 
strategic contracts monitoring as the failure/termination of one contract would impact the 
delivery of the council’s corporate plan.  

 
 

1.11 The risks around cyber security and GDPR remain at a high level as investigations continue 
into the cyber incident in Q3. This investigation is being conducted by a third party and the 
council remain in constant dialogue with them.  

 
1.12 Equally, the council continues to await further guidance concerning the waste consultation. 

As set out within the risk notes, the council is expecting movement around this area to 
occur within the near future. Once further information is available a decision around 
breaking this risk out into specific areas can be made. 

 
1.13 Notably the risk around HGV diver shortages and it’s impact on waste collections has now 

reached its target. Discussions with officers suggest that this should be monitored across 
Q4 with a view to removing the risk in Q1. Once removed, shortages will fall under the 
operational staffing risk.   

 
1.14 Both COVID-19 risks remain at the same level and continue to be monitored by the 

council’s CMT and external bodies that the council engages with. The likelihood of one of 
these risks has been lowered to bring both risks in line with each other. 
 

1.15 Members will also note that several of these risks are nearing their target date. Ahead of 
the Q1 risk report, these risks will be reviewed to ensure that they still meet the criteria for a 
strategic risk. If they meet the criteria, then a new target date will be set. This applies 
mainly to risks that will always meet the criteria of a strategic risk to the council’s corporate 
plan delivery.  

 
 
2.0 OPTIONS 
 
2.1  Note the contents of the report and the recommendation and do nothing. 
 
 
3.0 REASONS FOR RECOMMENDATION(S) 
 
3.1  Not applicable. 
 
 
4.0 EXPECTED BENEFITS 
 
4.1  That the Committee is made aware of the Council’s strategic risks and understands that 

they are being managed and mitigated effectively.  
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5.0 IMPLICATIONS 
 
 
5.1 Carbon Footprint / Environmental Issues  
5.1.1 It is the opinion of the author that there are no carbon footprint or environmental 

implications. 
 
5.2  Constitution & Legal 
5.2.1 It is the opinion of the author that there are no direct constitutional or legal implications. 
  
5.3 Contracts 
5.3.1 It is the opinion of the author that there are no direct contract implications. 
 
5.4  Corporate Priorities 
5.4.1 This report contains information on strategic risks relevant to the delivery of the    Councils 

corporate priorities. 
 
5.5 Crime and Disorder  
5.5.1 It is the opinion of the author that there are no direct crime and disorder implications. 
 
5.6  Equality and Diversity / Human Rights 
5.6.1 It is the opinion of the author that there are no direct equality or human rights implications.  
 
5.7  Financial  
5.7.1 This report contains information on strategic risks relevant to the Council's budgets and 

financial management. 
 
5.8 Health & Wellbeing 
5.8.1 It is the opinion of the author that there are no health or wellbeing implications. 
 
5.9  Reputation  
5.9.1 Risks which come to fruition have some reputational consequences. It is the purpose of the 

risk management strategy to manage potential outcomes by means of control measures.  
 
5.10 Risk Management  
5.10.1 This report provides details on the Council's strategic risks. 
 
5.11 Safeguarding 
5.11.1 It is the opinion of the author that there are no direct safeguarding implications as a result 

of this report. 
 
5.12  Staffing 
5.12.1 This report contains information on strategic risks relevant to the delivery of the Council's   
……… corporate priorities.   
  
5.13 Stakeholders / Consultation / Timescales 
5.13.1 It is the opinion of the author that there are no direct implications arising from this report.  
 
 
6.0 WARDS/COMMUNITIES AFFECTED 
 
6.1 Non applicable  
 
7.0 ACRONYMS 
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7.1  CMT: Central Management team 
7.2 HGV: Heavy Goods Vehicle 
7.3 GDPR: General Data Protection Regulations 

Background papers:- None  

 
Lead Contact Officer 
Name and Post:  Ryan Pack- Innovation and Change Business Partner 
Telephone Number:  
Email: ryan.pack@breckland.gov.uk 
 
Key Decision: No  
 
Exempt Decision: No  
 
This report refers to a Discretionary Service  
 
Appendices attached to this report: (list appendices below or delete) 
Appendix A  Breckland District Council Strategic Risk Register 
Appendix B Breckland District Council Strategic Risk Matrix 
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Risk Increased demand on Housing services  

Description If the council is unable to fulfil its statutory duties in relation to homelessness, then it may find itself in breach of legislation such as the 
Homelessness Reduction Act 2017. 

 

 
Impact- 4 
Likelihood- 3 

Risk Owner Gill Duffy Current score 
Raw score 
Target Score 
Previous Score 

12 (4x3) 
25 (5x5) 
8 (4x2) 
12 (4x3) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
01/04/22 
19/03/18 

Triggers Likelihood factors (vulnerability) Potential consequences 

 HRA 

 Consequences of Covid leading to 
increased homelessness/less 
available Housing stock 

 The economic situation within the 
district  

 Impact of COVID on residents within 
district leading to more complex 
cases (increase in domestic abuse 
cases, drug and alcohol support 
cases, mental health problems, debt) 

 A serious shortfall in available and 
affordable temporary housing options. 

 A Shortfall in available longer-term 
housing 

 Impact on the ability of staff to deal with 
current demand levels 

Latest Note-  
There has been no increase or decrease in relation to this risk so far in Q4. The council is currently seeing increased demand in terms of residents 
requiring housing support. A target date for April 2022 has been set, at which point the council will review if Covid impacts still require this risk to 
be strategic.  
 
The Housing team have taken several steps to mitigate the impact of this risk including ongoing projects around ensuring processes are fit for 
purpose. In the coming month’s, work including the opening of Elm House and the result of the rough sleeper’s accommodation bid will further help 
mitigate these risks through their additions as controls once completed. It should be noted that the training programme currently only meets the 
requirements as a satisfactory control as it is currently ongoing. 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Funding of three citizen advice bureaus across the district  Proactive Good  Recruitment of outstanding posts Gill Duffy Early 2022  

Undergoing 6-month training programme with new and existing staff Proactive Satisfactory  Opening of Elm House Gill Duffy Early 2022 

Recruited to all but two posts within the team Proactive Good  Rough Sleepers accommodation 
project bid 

Gill Duffy Ongoing 

Daisy programme funding Proactive Good  Training programme Gill Duffy Early 2022 

Fit for purpose IT system  Proactive Good  

Weekly multi-agency early intervention meetings Proactive Good  

Social prescribers to assist on Housing issues within the district    

Government grant funding for homeless prevention and relief activity Proactive Good  
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Risk Impact of national HGV driver shortage on local critical services (waste collection) 

Description If there is a shortage of waste collection drivers then the council would experience impacts to its waste, recycling, and garden waste collections (critical 
services) 

 
 
 

 
Impact- 2 
Likelihood- 2 

Risk Owner Riana 
Rudland 

Current score 
Raw score 
Target Score 
Previous Score 

4 (2x2) 
15 (5x3) 
4 (2x2) 
10 (5x2) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
01/12/22 
03/08/21 

Triggers Likelihood factors (vulnerability) Potential consequences 

 A national shortage of HGV drivers 

 Backlog of HGV tests limiting the current number of 
drivers 

 COVID-19 isolation causing short term unavailability.  

 Other sectors with greater 
financial resources to recruit 
current SERCO drivers. 

 Collection delays 

 Potential suspension of service 

Latest Note- 
 Driver shortages are now not being seen on a regular basis within the service and resourcing levels are now at a stable and expected rate. As a result, the 
risk has been lowered and is now at its target level. 
 
It is recommended that this risk is reviewed in Q1 22-23 to establish if it still meets the criteria for a strategic risk to the council or if it can be absorbed into 
the operational staffing risk. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Prioritisation of services to allow some service continuity (non-
critical services reassigned) 

Reactive Good  Exemption for Serco drivers as 
core workers 

Riana Rudland Imminent and 
ongoing 

Exemption application for Serco drivers as core workers Proactive Satisfactory  Serco retention package Riana Rudland Ongoing 

Increased proactivity around HGV driving tests Proactive Good  Serco driver academy Riana Rudland Ongoing 

Working with unions on pay/reward packages to help staff retention Proactive Good  

Reworking staff retention packages Proactive Good  

Ongoing recruitment drive Proactive Good  

Use of agency drivers during shortages Reactive Good  

Creation of driver academy for career progression and staff 
retention. 

Proactive Good  

Regular review of sickness and vacancies by relevant assistant 
director 

Proactive Good  
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Risk Waste consultation 

Description If the government is to pursue certain options within its current waste consultation, then the council’s current service delivery of waste services will be 
required to change at a cost to the organisation as well as its waste partners within the district.  

 
 
 
 
 
 

 
Impact- 5 
Likelihood- 5 
 
 
 

Risk Owner Riana 
Rudland 

Current score 
Raw score 
Target Score 
Previous Score 

25 (5x5) 
25 (5x5) 
15 (5x3) 
25 (5x5) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
01/04/23 
03/08/21 

Triggers Likelihood factors (vulnerability) Potential consequences 

Launch of a government consultation into waste management   Gov have indicated food waste from 
2023/4. 

 Government decision on other specific 
areas (see the latest note) 

 Financial/budget impact – (£1.5-
3.5m) 

 Loss of recycling credits 

 Service delivery impact 

 Viability to MRF 

 Resident impact- behaviour changes 

 Political impact 

Latest Note-  
The council continues to work with partners concerning the potential outcomes and impacts of the governments waste consultation. The main risk areas 
within this consultation are- 

 Deposit retention scheme 

 Consistency of collections 

 Introduction of food waste service 

 Introduction of non-chargeable garden waste service 
 

As per the Q3 update to this risk, no further information has been made available to the council in relation to formal decisions as a result of this consultation, 
the impact of these decisions or available burdens funding. It is expected that the conclusion and results of the current waste industry collections 
consultation (opened 21st January 2022) will allow for further decisions/information to be released.  
 
As a result, the risk remains unmoved, and the council continues to monitor any developments from central government. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

To engage with partners e.g. contractor organisations if the 
consultation agrees to certain elements 

Proactive Good  To retain a monitoring brief of 
the situation  

Riana Rudland Ongoing 

Potential burdens funding Reactive Satisfactory   To respond to the consultation Riana Rudland Ongoing 

Working with other district councils within the district on specific 
issues from the consultation.  

Proactive Good  

Working with disposal authority and disposal providers Proactive Good  
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Risk Leisure reopening 

Description If visitor levels at the council’s leisure facilities do not recover to pre-COVID levels/usage, then the council will need to consider its position regarding their 
continued support and make-up of operations.  

 
 
 
 
 

 
Impact- 3 
Likelihood- 3 
 

Risk Owner Riana 
Rudland 

Current score 
Raw score 
Target Score 
Previous Score 

9 (3x3) 
16 (4x4) 
6 (2x3) 
9 (3x3) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
01/04/23 
03/08/21 

Triggers Likelihood factors (vulnerability) Potential consequences 

 COVID 19 

 Other leisure offerings within district 

 Future COVID disruption  Financial impact (on council, 
contractor, and potential grant 
income) 

 Contractual impact 

 Community impact 

Latest Note-  
This risk remains unchanged. The leisure industry continues to recover from COVID-19 and the council’s leisure offering continues to receive support from 
both the council and central government through grant funding. All services have reopened, and recovery is better than previously projected levels. Whilst 
this is good news, it should be noted that service levels remain below pre covid rates and full recovery will be a lengthy process. Currently, resident 
behaviours have changed as a result of COVID meaning that much of the indoor leisure offering is still being impacted. This may change during winter 2021 
as residents begin to use the indoor leisure offering more.  
 
Monthly monitoring continues for these areas and the council continues to work with partners and contractors to ensure that costs are mitigated, and 
income is maximised.  

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

September/October review of the current state of the nation Proactive Good  Quarterly review of data and trends Riana Rudland Ongoing 

Engagement with leisure operator Proactive Good  Centre cost reduction programme Riana Rudland Ongoing 

Support with marketing  Proactive Good  The direct agreement currently paused to 
mitigate costs 

Riana Rudland Ongoing 
(monthly) 

Changes to current operation to meet Covid controls Proactive Good  

Review of fees and charges Proactive Good  

Potential for further grant funding Proactive Good  

National lobbying by leisure industry  Proactive Good  

Open dialogue with partners and contractors Proactive Good  
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Risk Sustainability strategy  

Description If the council does not meet the targets set out in its sustainability strategy, then it will not be able to achieve its target of net-zero by 2035. 

 
 
 
 

 
Impact- 3 
Likelihood- 3 
 

Risk Owner Greg 
Pearson 

Current score 
Raw score 
Target Score 
Previous Score 

9 (3x3) 
25 (5x5) 
4 (2x2) 
9 (3x3) 

Last reviewed 
Next review 
Target Date 
Origin Date 

10/01/22 
01/04/22 
01/04/22 
09/08/21 

Triggers Likelihood factors (vulnerability) Potential consequences 

 Climate emergency declaration in September 2019 

 Government policy drivers (the UK to be net-zero by 
2050) 

 Growing public focus and expectations for organisations 
such as councils to take proactive climate actions 

 Technology 

 Funding 

 Public interest 

 Policy drivers (local/national) 

 Specific local drivers e.g. air 
quality/flooding 

 Environmental impact 

 Financial impact 

 Political impact 

 Reputational impact 

Latest Note-  
The council has an established programme of work in place to support the delivery of its sustainability strategy. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Appointed a climate change officer  Proactive Good  The council continues to deliver its 
programme of activities  

Greg Pearson Ongoing 

Allocated additional one-off funding from reserves to pump prime 
action 

Proactive Good  

Integrated strategy into the council’s corporate plan Proactive Good  

Linking to other key strategies e.g. local plan and economic 
strategies  

Proactive Good  
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Risk Impact of disease, including pandemic, on the ability to deliver critical Council services 

Description If there is a pandemic flu, a significant outbreak of norovirus or other infectious diseases which affects a significant number of key staff then the council’s 
resultant ability to deliver critical council services will be impacted 

 
 
 
 
 
 

 
 
Impact – 4 
Likelihood - 3 
 
 

Risk Owner Sarah Shipley Current score 
Raw score 
Target Score 
Previous Score 

12 (4x3) 
25 (5x5) 
- 
12 (4x3) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
N/A 
10/03/2020 

Triggers Likelihood factors (vulnerability) Potential consequences 

 The significant spread of an infectious disease into the 
community.  

 Low levels of winter sickness 
in 2020 

 Seasonal sickness factors  

 Potential future 
waves/increased case 
prevalence  

 Impact of future disease 
variants such as COVID-19  

 The council is made to suspend 
non-core services to ensure that 
critical services continue to run. 

 The council is forced to suspend 
critical services due to a lack of 
available staff.  

Latest Note-  
 The council continues to feed into the recovery review through Norfolk Resilience Forum. During the rise in winter cases, the council re-established its 
critical services meetings in order to ensure service continuity could be achieved. These meetings also covered pre-work around redeployment to critical 
services in the event that the council was facing issues with delivery. Whilst large scale redeployment was largely avoided during this period, these meetings 
have continued into January to ensure that plans are kept up to date. 
 
This risk does not have a target as Breckland is being led by the NRF. It would therefore be wrong for the council to declare a district-specific target in 
relation to COVID. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Business continuity plans which have been tested and adapted 

through lessons learnt 

Proactive Good  Continued monitoring via internal and 
external groups and forums 

Sarah Shipley Ongoing 

Additional resources through the COVID support team until 

March 2022- no extension  

Proactive Satisfactory  

COMF funding to support outbreak management controls- no 

extension 

Proactive Satisfactory  

H&S measures in place Proactive Good  

Agile working enables staff to work from anywhere. Proactive Good  
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Risk Impact of a pandemic or other civil emergencies on local businesses, communities, and local and national infrastructure 

Description If there is a pandemic flu or other large scale civil emergency then local businesses and communities may be impacted through the loss of businesses, 
significant detrimental effects on local communities and impacts on national infrastructure, e.g. food supply chains. 

 
 
 
 

 
 
Impact – 4 
Likelihood - 3 
 
 
 
 

Risk Owner Sarah Shipley Current score 
Raw score 
Target Score 
Previous Score 

12 (4x3) 
25 (5x5) 
16 (4x4) 
16 (4x4) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
N/A 
10/03/2020 

Triggers Likelihood factors (vulnerability) Potential consequences 

 The significant spread of an infectious disease into the 
community.  

 An event constituting a civil emergency 

 Low levels of winter sickness in 
2020 

 Seasonal sickness factors  

 Potential future 
waves/increased case 
prevalence  
variants 

 Loss of businesses 

 Internal and external district 
supply chain disruption 

 Community impact 

 Economic impact 

Latest Note-  
This risk has been lowered in terms of likelihood for Q4. This decision has been taken on the basis of demand levels into the council for support during Q4. 
As a result, it is now only possible that disruption will occur rather than likely it will occur. The council continues to monitor these levels and if they increase 
then the likelihood of the risk will be raised again. 
 
The council also continues to feed into the recovery review through Norfolk Resilience Forum. 
 
This risk does not have a target as Breckland is being led by the NRF. It would therefore be wrong for the council to declare a district-specific target in 
relation to COVID. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Multi-agency working to support across Breckland/Norfolk 
(NRF/HPB/LCG) 

Proactive Good  Engaging with resilience forums and external 
bodies for response coordination 

Sarah 
Shipley 

Ongoing 

COMF funding to support outbreak management (to support 
COVID) 

Proactive Satisfactory  

COVID support team Reactive Good  

Grant funding to Businesses Reactive Good  

Self-isolation support for the vulnerable Reactive Good  
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Risk Failure to deliver the local plan and its delivery plan 

Description If the council fails to deliver the Local Plan within the terms of the local development scheme - then there is a risk to the council’s reputation  

 
 
 

 
Impact- 3 
Likelihood- 2 

Risk Owner   Simon 
Wood 

Current score 
Raw score 
Target Score 
Previous Score 

6 (3x2) 
12 (4x3) 
3 (3x1) 
6 (3x2) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
01/12/22 
04/01/16 

Triggers Likelihood factors (vulnerability) Potential consequences 

 Agreeing a new local plan (INF03 policy) 

 Guidance in NPPF to review plan every 5 years 

 Planning reforms 

 Financial resources 

 Reputational impact 

 Financial impact 

Latest Note- 
 
In line with comments discussed at the last session of Governance and Audit, the target for this indicator has been revised. The raw score still remains the 
same as this is unaffected due to the nature of it (the impact and likelihood of the risk if there were no mitigations or controls in place). 
 
Workaround the local plan continues in line with the local development scheme.  

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Local plan review Proactive Satisfactory  Publication Draft Simon 
Wood 

Q2 2022 

Other options to deliver Housing within the district through 
development management process 

Reactive Good  Policy review completed  Simon 
Wood 

November 2022 
(target) 

 National planning policy framework review 
(advisory) 

Simon 
Wood 

2024 review 

 Prepare and consult on Statement of 
Community Involvement (Cabinet approval) 

Simon 
Wood 

Q4 21/22 

 Sustainability Appraisal Scoping Report and 
preparation (including consultation) (Prepared 
externally) 

Simon 
Wood 

Ongoing 

 Collation of evidence base Simon 
Wood 

Q1 2024 

25



 Prepare Call for Sites (Cabinet) Simon 
Wood 

Q4 21/22 

 Consult on Call for Sites and processing of 
responses 

Simon 
Wood 

Q3 22/23 
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Risk Critical breach of ICT security risk 

Description If the council does not ensure that it's ICT security and associated plans and policies are up to date and robust then it places itself at increased risk of 
breaches including but not limited to ransomware and data exfiltration (which are becoming more common, with the public sector as with all other 
government systems and private companies). 

 
 
 
 
 
 

 
 
Impact- 4 
Likelihood- 4  

Risk Owner  Simon 
Stubbs 

Current score 
Raw score 
Target Score 
Previous Score 

12 (4x4) 
25 (5x5) 
5 (5x1) 
12 (4x4) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
01/04/22 
07/01/20 

Triggers Likelihood factors (vulnerability) Potential consequences 

 The amount of personal data held by the council 

 An increase in public sector cyber attacks 

 Increasingly sophisticated 
attacks 

 Increase in the volume of 
attacks 

 Staff awareness of being able 
to spot signs of a cyber attack 

 Loss of private and personal data 

 Loss of IT capabilities for 
sections of or the whole council 

 Infrastructure damage to IT 
hardware 

 Financial impact 

 Reputational impact 

 Legal implications 

Latest Note-  
During Q3, the council was impacted by a cyber incident. The investigation by a third party into this incident has continued into Q4. The council's stance that 
this incident is not ongoing remains the same as no evidence has been presented to suggest otherwise.  
 
As a result of the investigation being ongoing, a decision has been taken that the current rating remains in place until it has been concluded. The current 
raised likelihood is not in relation to any specific new threat. The council continues to work with the ICO and legal bodies to assess its position as a result of 
the incident. 
 
BDC also continues to work closely with the other local authorities and central Government bodies to enhance our ability to detect and protect against cyber-
attacks through the sharing of intelligence and best practice. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Through a suite of protection measures such as web filtering and 
antivirus software, there is a good level of protection from viruses. 
Disaster recovery is also well maintained. 

Proactive Good  Monitor IOC 
announcements for 
changes to regulations in 
light of increased home 
working  
Kirsty 

Kirsty Porter Ongoing 

On-access scanning of all files processed giving real-time 
protection. 

Proactive Good  To work with the 
relevant bodies in 

Simon Stubbs Ongoing pending 
conclusion 

Daily full scans of all files held at rest on drives. Proactive Good  
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Advisory updates from the Government Cyber Security forum giving 
detailed information on any risks seen across the Government 
estate (both central and local). 

Proactive Good  relation to the cyber 
incident    
   
   
   
   
   
   
   
   
   

A corporate firewall provides additional protection on all traffic 
entering or leaving  
Breckland Council network giving different AV engine scanning. 

Proactive Good  

External scanning of all emails entering the council network which 
uses 4 different AV engines to provide additional granular AV 
scanning. 

Proactive Good  

Digital off-site backups we still utilise tapes that are taken off-site 
and stored.  These tapes are rotated on a weekly and monthly basis 
so there is a history of backups that can be used in the event of 
data recovery being required if the digital copies are corrupt. 

Proactive Good  

Centrally managed antivirus software with daily updates to protect 
against virus and malware together with proactive reporting 

Proactive Good  

Quarterly meetings of the statutory information group monitor the 
situation and identify areas of remediation, which continue to be 
addressed in relation to GDPR 

Proactive Good  

GDPR education and training continues to be rolled out for staff to 
help them identify GDPR related cyber attacks 

Proactive Good  

Up to data information asset registers to help identify where 
sensitive and personal data is held 

Proactive Good  
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Risk Medium-term financial plan not delivered  

Description If the council's medium-term financial plan and efficiency plan is not delivered, then it may not be able to produce a balanced budget. 

 
 
 

 
Impact- 3 
Likelihood- 3 

Risk Owner Alison 
Chubbock 

Current score 
Raw score 
Target Score 
Previous Score 

9 (3x3) 
25 (5x5) 
4 (2x2) 
6 (2x3) 

Last reviewed 
Next review 
Target Date 
Origin Date 

13/01/22 
01/04/22 
01/04/22 
08/09/15 

Triggers Likelihood factors (vulnerability) Potential consequences 

 Government funding/settlement  

 Wider economy  

 Business rates retention  

 Emerging policy  

 Government 
funding/settlement  

 Wider economy  

 Business rates retention 

  Emerging policy 

 Financial implications 

 Noncritical service delivery reduces or 
ceases  

Latest Note-  
The proposed budget currently being consulted on delivers a balanced budget for 2022-23, with a budget gap in future years.  the value of the budget gap is 
dependent on the timing of changes to local government funding, the timing and impact of these changes remain unknown at this time. 
 
The proposed budget includes plans to close this gap and work has already begun on these projects. 
 
A further year of New Homes Bonus funding has been included in the Provisional Settlement, this will enable the Council to continue to invest in our priorities. 
 
The budgets remain subject to a large amount of assumptions currently due to the uncertainty around future funding of Local Government alongside the 
ongoing impact on the economy and our residents from the covid pandemic. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Reliance on New Homes Bonus has been removed from the 
budget. 

Proactive Good  Develop efficiency programme in light of budget 
gap 

CMT/ Alison 
Chubbock 

31st March 
2022 

'Buffer fund' to cushion impacts of major property tenants 
moving out/ceasing trading 

Proactive Good  Regular financial monitoring to allow for plan 
delivery 

Alison Chubbock Ongoing 

Funding settlement preparation (annual budget) Proactive Good  Lobbying government and responding to 
consultations around settlement 

Alison Chubbock Ongoing (as of 
when) 

Financial provision has been made to cover the risk of current 
appeals, collection rates and growth. (BR) 

Reactive Good  

Continue to keep up to date with DLUHC consultations and 
update MTFP accordingly. 

Proactive Good  

Regular financial monitoring to allow for plan delivery Proactive Good  
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Active asset management (i.e. acquisitions/disposals) to create 
a balanced portfolio in terms of unit size and use leasehold 
rental charges at/or above market rental valuation 

Proactive Good  

Monitoring of tenants business performance in larger units Proactive Good  

Maintain policy on leasehold security deposits in relation to 
commercial properties. 

Proactive Good  
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Risk Emerging government policy 

Description If the council does not monitor emerging government policy, then it may not fully understand the implications of certain policies on organisational service 
delivery models and budget position. This includes but is not limited to policy around local industrial strategies, Environment bill, Spending reviews, any white 
papers with regards to the expected government white paper on levelling up and recovery, which will also include local authority devolution (County deals). 

 
 
 
 
 

 
Impact- 4 
Likelihood- 4  

Risk Owner Greg Pearson Current score 
Raw score 
Target Score 
Previous Score 

16 (4x4) 
25 (5x5) 
4 (2x2) 
9 (3x3) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
01/04/21 
19/07/19 

Triggers Likelihood factors (vulnerability) Potential consequences 

 New government policy  Environment bill reaches 
royal assent  

 Levelling up and recovery 
white paper 

 Specific policy impacts could 
impact multiple areas of the 
council. 

 Specific risks related to policy 
contain further 

 
 

Latest Note-  
The council continues to monitor the potential impacts from the levelling up and recovery white paper and the Environment act. The Levelling Up white paper 
is expected to be delivered on 2nd February 2022, therefore we will be clear of its implications in Q4 of this financial year. Due to the time period between the 
Q3 risk report and the Q4 risk report, very little has changed in relation to this risk due to it’s nature.  
 
The risk score, therefore, remains the same at 4x4. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

The council ensures that it retains a dedicated post to oversee 
policy changes and their impact on both the council and the 
region  

Proactive Good     

Senior management also ensures an awareness of government 
policy changes. 

Proactive Good     
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Risk General Data Protection Regulation 

Description If the council does not ensure that data identified in the General Data Protection Regulations is held in an appropriate and secure manner, then it would be 
in breach of the act and would be liable for action from the Information Commissioners Office (ICO). 

 
 
 
 

 
Impact- 4 
Likelihood- 4  

Risk Owner Kirsty Porter Current score 
Raw score 
Target Score 
Previous Score 

4x4 (16) 
5x4 (20) 
3x2 (6) 
4X3 (12) 

Last reviewed 
Next review 
Target Date 
Origin Date 

27/01/22 
01/04/22 
01/04/22 
01/11/21 

Triggers Likelihood factors (vulnerability) Potential consequences 

 Introduction of GDPR 

 Incorrect handling of personal data 

 Cyber security breaches (capture by cyber security policy 
and risk) 

 Lack of awareness around 
personal data handling 

 Financial implications 

 Legal implications 

 Reputational impact 

Latest Note- 
The GDPR risk has been reintroduced as a result of two specific strategic risks the council is facing. The first of these relates to the impact of the cyber 
incident where the council is currently working with both external bodies such as the ICO and legal bodies to assess its position. This investigation is ongoing 
and there the council cannot currently comment on its details. This risk has been raised to bring it in line with the cyber security risk due to both being 
related to the same area.   
 
The council also has a separate GDPR related risk regarding the displaying of personal information online in relation to planning applications. The council has 
been advised as to what is appropriate to display online but currently displays more than necessary. Work is currently on track to ensure that the early 2022 
target date is met for this to be resolved. Please note that this does not relate to local plan comments. 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

Quarterly meetings of the statutory information group monitor 
the situation and identify areas of remediation, which continue to 
be addressed. 

Proactive Good  Monitor IOC announcements for changes to 
regulations in light of increased home working  

Kirsty 
Porter 

Ongoing 

GDPR education and training continues to be rolled out Proactive Good  Stop displaying 3rd party comments on the 
Breckland website in relation to planning 
applications. 

Simon Wood Early 2022 

Recall messages in the event a breach occurs e.g. email recalls, 
collecting of letters, website removal of sensitive information. 

Reactive Good  

Dedicated legal resource for internal advice on data regulations Proactive Good  

Up to data information asset registers Proactive Good  

Reporting mechanism for reporting breaches to the ICO  Reactive Good  

Privacy notices Proactive Good  
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Risk Contract management 

Description If a contract is not managed effectively then the council may fail to deliver a strategic outcome.    

 
 
 
 
 

 
 
Impact- 2 
Likelihood- 2 

Risk Owner Anton Bull  Current score 
Raw score 
Target Score 
Previous Score 

2x2 (4) 
4x4 (16) 
2x2 (4) 
N/A (new) 

Last reviewed 
Next review 
Target Date 
Origin Date 

17/01/22 
01/04/22 
01/04/22 
14/12/21 

Triggers Likelihood factors (vulnerability) Potential consequences 

 Lack of effective contract management 
 

 Suppliers are unlikely to know 
the council’s priorities.   

 Corporate Plan strategic 
outcomes are not delivered   

Latest Note-  
 
The council’s most significant contracts are for waste and recycling collection, street cleansing and grounds maintenance, leisure centres and planning 
services. The delivery of these contracts contributes significantly to the delivery of the councils’ strategic objectives. As the contracts and all long-term 
contracts, good contract management is essential to ensure the contracts change and adapt to the council’s changing needs and latest strategic objectives.   
 
The following strategic outcomes and actions are directly linked to our contracts and will only be delivered if there is effective contract management.   
 
Strategic Outcome SP103 - To enhance the health and wellbeing of Breckland’s residents by providing excellent leisure facilities and activities.- 
The current facilities at Thetford Leisure Centre and Dereham Leisure Centre are provided through a contract.  Enhancing leisure will include updating 
facilities at Attleborough and Swaffham and finding a contractor to run them when the current contracts run out.  Contracts will need to be effectively 
managed to deliver this Strategic Action. 
 
Strategic Outcome SP301 - To lead by example and start to deliver our sustainability strategy, reducing our carbon footprint and enabling residents to take 
actions for themselves.- 
Tree planting would be carried out by a new contractor so again, the contract will need to be effectively managed to deliver this Strategic Action. 
 
Strategic Outcome SP301 - To lead by example and start to deliver our sustainability strategy, reducing our carbon footprint and enabling residents to take 
actions for themselves.- 
The planning service is currently delivered through a contract so any shaping of the planning service will require effective contract management to ensure 
that the Strategic Action is delivered.   
 
Strategic Outcome SP303 - To build on the success of our tripartite waste and recycling contract - to not only deliver strong performance and efficiency but 
also use it as a mechanism to educate our residents about reducing waste.- 
The waste service is currently delivered through a contract so again, effective contract management will be required to ensure that the Strategic Action is 
delivered.   
 

33



Strategic Outcome SP303 - To build on the success of our tripartite waste and recycling contract - to not only deliver strong performance and efficiency but 
also use it as a mechanism to educate our residents about reducing waste.- 
The trade waste collection service is currently delivered through a contract so again, effective contract management will be required to ensure that the 
Strategic Action is delivered.   
 
Strategic Outcome SP403 - Continue to innovatively use our resources to produce a balanced budget to enable the delivery of our (statutory and additional) 
services.- 
As a significant proportion of our spending is through our major contractors, then those contracts need to be effectively managed to ensure that the Strategic 
Action is delivered.   
 

 

 

Controls Type Adequacy  Action Plan Responsibility Target Date 

A contract manager is identified for each of the 
contracts that contribute to the delivery of the council’s 
strategic actions.  

Proactive Good     

Any changes to the contract that are required to deliver 
the council’s strategic objectives are managed in 
accordance with the change procedure in the contract. 

Proactive Good     

Any changes to the contract that are required to deliver 
the council’s strategic objectives are documented in 
accordance with the change procedure in the contract. 

Proactive Good     

Regular contract management meetings are held with 
the supplier to manage performance and discuss any 
actions required and any potential changes to the 
contract.  

Proactive Good     
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Appendix B- Breckland Council Risk Matrix (taken from Breckland Council risk policy) 
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BRECKLAND DISTRICT COUNCIL 
 
Report of: Head of Internal Audit  
 
To:    Governance and Audit Committee, 10 February 2022 
 
Author:  Faye Haywood, Head of Internal Audit 
 
Subject: Progress Report on Internal Audit Activity up to 31 January 2022 in relation to 

the completion of the Annual Internal Audit Plan for 2021/22.  
 
 
Recommendation(s):  
 
1) That members review the progress of the Internal Audit Plan for 2021/22 in the period 
covered by this report.  
 

 
1.0 BACKGROUND 
 
1.1 The Governance and Audit Committee receive updates on progress made against the 

annual internal audit plan. This report forms part of the overall reporting requirements to 
assist the Council in discharging its responsibilities in relation to the internal audit activity.  

 
1.2 The Public Sector Internal Audit Standards require the Chief Audit Executive to report to the 

Committee the performance of internal audit relative to its agreed plan, including any 
significant risk exposures and control issues. The frequency of reporting at Breckland is 
twice yearly. To comply with the above the report identifies:   

o Any significant changes to the approved Audit Plan; 
o Progress made in delivering the agreed audits for the year;  
o Any significant outcomes arising from audits; and 
o Performance Measure outcomes to date. 

 
2.0 CURRENT PROGRESS 
 
2.1 The current position in relation to the completion of the Annual Internal Audit Plan 2021/22 

is shown within the report. 
 

3.0 REASONS FOR RECOMMENDATION 
 
3.1 The Governance and Audit Committee are requested to receive and note the Progress 

Report on Internal Audit Activity.  In doing so, the Committee is ensuring that the Internal 
Audit Service remains compliant with professional auditing standards and are fulfilling their 
terms of reference. 
 

4.0 IMPLICATIONS 
 
4.1 Corporate Priorities 
 
4.1.1 Internal Audit helps to ensure that the service areas reviewed and ensuring that they are 

working towards the efficient and effective delivery of the Council’s corporate priorities. 
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4.2 Financial  
 
4.2.1 The Internal Audit Plan will be delivered within the approved budget for 2021/22. 
 
4.3 Risk Management  
 
4.3.1 Internal Audit planning starts with the Council’s key risks, which then directs the audit plan 

for the financial year. Internal Audit reports then identify risks and control weaknesses 
within the Council which are highlighted in this report, with appropriate management action 
being agreed to mitigate these risks within agreed timeframes. 

 

Background papers: - None 

 

Lead Contact Officer 
Name and Post: Faye Haywood Head of Internal Audit for Breckland DC 
Telephone Number: 01508 533873 
Email: faye.haywood@southnorfolkandbroadland.gov.uk 
 
Director / Officer who will be attending the Meeting Faye Haywood, Head of Internal Audit.  
 
Key Decision: No 
 
Exempt Decision: No 
 
Appendices attached to this report:  Progress Report on Internal Audit Activity 
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Eastern Internal Audit Services 

 

 
Breckland District Council 

 

Progress Report on Internal Audit Activity 

Period Covered: 23 November 2021 to 31 January 2022 

Responsible Officer: Faye Haywood – Head of Internal Audit for Breckland District Council 

 

CONTENTS 
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1. INTRODUCTION 

1.1 This report is issued to assist the Authority in discharging its responsibilities in relation to the 
internal audit activity.  

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive to report to 
the Audit Committee on the performance of internal audit relative to its plan, including any 
significant risk exposures and control issues. The frequency of reporting and the specific 
content are for the Authority to determine. 

1.3 To comply with the above this report includes:  

 Any significant changes to the approved Audit Plan; 

 Progress made in delivering the agreed audits for the year; 

 Any significant outcomes arising from those audits; and 

 Performance Indicator outcomes to date. 

2. SIGNIFICANT CHANGES TO THE APPROVED INTERNAL AUDIT PLAN 

2.1 At the meeting on 24 June 2021, the Annual Internal Audit Plan for the year was approved, 
identifying the specific audits to be delivered. One change was outlined to the plan at the 
December 2021 meeting, no further changes have been made. 

3.  PROGRESS MADE IN DELIVERING THE AGREED AUDIT WORK 

3.1 The current position in completing audits to date within the financial year is shown in Appendix 
1.  

3.2 In summary 93.5 days of programmed work has been completed by TIAA, totalling 63% of the 
revised Audit Plan.  

4.  THE OUTCOMES ARISING FROM OUR WORK 

4.1 On completion of each individual audit an assurance level is awarded using the following 
definitions: 

 Substantial Assurance: Based upon the issues identified there is a robust series of suitably 
designed internal controls in place upon which the organisation relies to manage the risks to 
the continuous and effective achievement of the objectives of the process, and which at the 
time of our review were being consistently applied. 

 Reasonable Assurance: Based upon the issues identified there is a series of internal controls 
in place, however these could be strengthened to facilitate the organisation’s management of 
risks to the continuous and effective achievement of the objectives of the process. 
Improvements are required to enhance the controls to mitigate these risks. 

 Limited Assurance: Based upon the issues identified the controls in place are insufficient to 
ensure that the organisation can rely upon them to manage the risks to the continuous and 
effective achievement of the objectives of the process. Significant improvements are required 
to improve the adequacy and effectiveness of the controls to mitigate these risks. 

 No Assurance: Based upon the issues identified there is a fundamental breakdown or 
absence of core internal controls such that the organisation cannot rely upon them to manage 
risk to the continuous and effective achievement of the objectives of the process. Immediate 
action is required to improve the controls required to mitigate these risks. 
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4.2 Recommendations made on completion of audit work are prioritised using the following 
definitions: 

 Urgent (priority one): Fundamental control issue on which action to implement should be 
taken within 1 month. 

 Important (priority two): Control issue on which action to implement should be taken within 
3 months. 

 Needs attention (priority three): Control issue on which action to implement should be taken 
within 6 months. 

4.3 In addition, on completion of audit work “Operational Effectiveness Matters” are proposed, 
these set out matters identified during the assignment where there may be opportunities for 
service enhancements to be made to increase both the operational efficiency and enhance 
the delivery of value for money services. These are for management to consider and are not 
part of the follow up process. 

4.4 During the period covered by the report, five assurance reports have been issued which are 
as follows; 

 Audit Assurance P1 
 

P2 P3 

Accountancy Services Substantial  0 0 1 
Income  Substantial 0 0 0 
HR and Payroll Reasonable 0 2 3 
Covid-19 Business Grants Reasonable  0 4 0 
Contact Centre  Reasonable 0 1 1 

The Executive Summary of these reports are attached at Appendix 2, full copies of these 
reports can be requested by Members. 

4.5 As can be seen in the table above, as a result of these audits 12 recommendations have been 
raised and agreed by management. 

4.6 In addition, one Operational Effectiveness Matters has been proposed to management for 
consideration.  

5. PERFORMANCE MEASURES 

5.1 The Internal Audit Services contract includes a suite of key performance measures against 
which TIAA will be reviewed on a quarterly basis. There is a total of 11 indicators, over 4 areas. 

5.2 There are individual requirements for performance in relation to each measure; however, 
performance will be assessed on an overall basis as follows: 

 9-11 KPIs have met target = Green Status. 
 5-8 KPIs have met target = Amber Status. 
 4 or below have met target = Red Status. 

Where performance is amber or red a Performance Improvement Plan will be developed by 
TIAA and agreed with the Internal Audit Consortium Manager to ensure that appropriate action 
is taken.  

5.3 Allocated work from quarter two and majority of quarter three has now concluded in line with 
the revised plan. There are two reports that are yet to be finalised from quarter three. Regular 
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meetings are held with the contractor to discuss resourcing risks and to ensure that assigned 
work is completed in line with expectations and agreed timeframes.  
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APPENDIX 1 – PROGRESS IN COMPLETING THE AGREED AUDIT WORK  
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APPENDIX 2 – AUDIT REPORT EXECUTIVE SUMMARIES  

Accountancy Services  

Executive Summary 

 

OVERALL ASSURANCE ASSESSMENT ACTION POINTS 

 

Control Area Urgent Important Needs Attention Operational 

Treasury management 0 0 1 0 

Total 0 0 1 0 

No recommendations have been raised in respect of budgetary control, general ledger 
maintenance or control accounts. 

SCOPE 

These key financial systems feed into the Statement of Accounts and require regular review to confirm the adequacy and effectiveness of controls. The audit 
reviewed controls in treasury management, budgetary control, journals, general ledger maintenance and control accounts. Asset Management arrangements 
were excluded from the scope of this review although will be covered in the review of BRK/22/03 Key Controls and Assurance scheduled in Q4.  
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RATIONALE 

 
 The systems and processes of internal control are, overall, deemed 'Substantial Assurance' in managing the risks associated with the audit. The assurance 

opinion has been derived as a result of one 'needs attention' recommendation being raised upon the conclusion of our work. 

 The previous audit report on Accountancy Services (BRK/22/08) was issued in November 2019, with a ‘Substantial’ assurance opinion, having not raised any 
recommendations. This indicates that the high level of control has been maintained.    

POSITIVE FINDINGS 

 

It is acknowledged there are areas where sound controls are in place and operating consistently: 

 The Council has an up to date Treasury Management Strategy and Policy. These adhere to the CIPFA Treasury Management Code of Practice and the Council 
has considered recent and forthcoming changes to the Code. This helps to ensure that funds are invested prudently.. 

 The Council has a contract with Link Asset Services to provide advice and counterparty lists, to ensure that the Council has access to update information to 
guide investment decisions. 

 Budget holders are involved in setting their own budgets, along with Finance, to ensure that budget meet the needs of the service. 

 Quarterly Financial Performance Reports are presented to the Corporate Management Team (CMT) and Cabinet, showing the current position for revenue, 
capital and treasury, to ensure that senior management and Members are aware of the Council's financial performance. 

 Budget reports are produced and sent to managers monthly, with meetings held between managers and Finance quarterly, to ensure that over/underspends 
are identified and explained. 

 The control accounts for creditors, debtors and payroll are reconciled to the general ledger on a monthly basis, to ensure that these financial records are 
accurate. 
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ISSUES TO BE ADDRESSED 

 

The audit has also highlighted the following areas where one 'needs attention' recommendation has been made. 

Treasury Management 

 Investment appraisal and requests be presented in a standard format. 

Operational Effectiveness Matters 

There are no operational effectiveness matters for management to consider. 

Previous audit recommendations 

No recommendations were raised in the previous audit of Accountancy Services (BRK/20/08). One ‘needs attention’ recommendation relating to journals was raised 
in the most recent Key Controls audit (BRK/21/06) in April 2021, which has since been confirmed as implemented. 
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Income  

Executive Summary 

 

OVERALL ASSURANCE ASSESSMENT ACTION POINTS 

 

Control Area Urgent Important Needs Attention Operational 

Total 0 0 0 0 

No recommendations have been raised in any area within the scope of this 
review. 

SCOPE 

These key financial systems feed into the Statement of Accounts and require regular review to confirm the adequacy and effectiveness of controls. The scope 
of this audit included policies and procedures, physical security, receipting, banking, income and reconciliations. 
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RATIONALE 

 

 The systems and processes of internal control are, overall, deemed 'Substantial' in managing the risks associated with the audit. The assurance opinion has 
been derived as a result of no recommendations being raised upon the conclusion of our work. 

 The previous audit report on Income (BRK/20/10) was issued in November 2019, with a ‘Substantial’ assurance opinion, having raised one ‘needs attention’ 
recommendation. This indicates that the high level of control has been maintained. 

POSITIVE FINDINGS 

 

We found that the Council has demonstrated the following points of good practice as identified in this review and we will be sharing details of these operational 
provisions with other member authorities in the Consortium: 

 The Council no longer accepts cash or post-dated cheques and has significantly reduced the number of cheques received, thus increasing the amount of income 
received through more secure methods. 

It is acknowledged there are areas where sound controls are in place and operating consistently: 

 There are documented procedures for post opening and daily income tasks, to ensure a consistent approach and help with covering for staff absence. 

 Online and automated telephone payments are processed in accordance with the Payment Card Industry Data Security Standard, to ensure that customer data 
is secure. 

 Cheques are posted to Barclays and amounts received are reconciled once they have reached the Council's bank account, to ensure that all cheque income is 
accounted for. 

 Income exceptions that cannot be posted automatically are reviewed and cleared on a daily basis, to ensure that all payments are allocated correctly. 

 Income received is reconciled to the bank statement on a daily basis, to ensure all income posted has been received and correctly accounted for. 
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ISSUES TO BE ADDRESSED 

Issues to be addressed 

No recommendations have been raised.  

Operational Effectiveness Matters 

There are no operational effectiveness matters for management to consider. 

Previous audit recommendations 

The previous report on Income (BRK/20/10) was issued in November 2019 with a ‘Substantial’ assurance opinion, having raised one ‘needs attention’ recommendation. 
This was subsequently confirmed as implemented through internal audit’s cyclical follow up checks. Key controls for income are also tested annually, as part of the 
Key Controls and Assurance audit review. No recommendations relating to Income were raised in the most recent audit of Key Controls in April 2021. 

Other points noted 

Post opening is now undertaken by Customer Services with only one officer present, meaning that there is no segregation of duties. However, as the Council no longer 
accepts cash payments, the risk of theft or loss is significantly reduced especially with more secure controls with crossing of cheques, minimising the risk of 
misappropriation.  Hence, no recommendation has been raised.  

This audit was conducted remotely, so assessment of controls around physical security of post and cheques, such as access to the safe, was based on information 
provided by officers rather than inspection by the auditor. 
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Payroll and Human Resources (HR)  

Executive Summary 

 

OVERALL ASSURANCE ASSESSMENT ACTION POINTS 

 

Control Area Urgent Important Needs Attention Operational 

Documented HR Policies 
and Procedures  

0 0 1 0 

Officer & Members 
Expenses  

0 2 2 0 

Total 0 2 3 0 

No issues were raised around legislative requirements, starters and leavers, changes 
to payroll records, pension contributions, payroll processing or sickness absence 
monitoring. 

SCOPE 

The objective of the audit was to review the adequacy, effectiveness and efficiency of the systems and controls in place over Payroll and Human Resources 
(HR) including legislative requirements over gender pay reporting and IR35, starters and leavers, changes to payroll records, pension contributions, 
reconciliations and payroll processing.  
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RATIONALE 

 
 The systems and processes of internal control are, overall, deemed 'Reasonable Assurance' in managing the risks associated with the audit. The assurance 

opinion has been derived as a result of two 'important' and three 'needs attention' recommendations being raised upon the conclusion of our work. 
 The previous review of Payroll and Human Resources (HR) (BRK/19/09) resulted in a ‘Limited Assurance’ having raised one urgent, four important and one 

needs attention recommendations. Therefore, the current level of assurance shows an improved direction of travel.   
 The reconciliation of the Payroll control account was excluded from this review as it is being tested in the Accountancy Services review (BRK/22/04) being 

completed in Q3.  

POSITIVE FINDINGS 

 

It is acknowledged there are areas where sound controls are in place and operating consistently: 

 iTrent is used for administering both HR and Payroll processes, ensuring a dedicated system is in place for oversight and administration of these functions. 
 Statutory tax returns were completed in accordance with prescribed timescales, thereby ensuring compliance with HMRC requirements.   
 Starters, leavers and changes are updated on the payroll in a timely manner and independently reviewed, to ensure that changes to payroll data are promptly 

processed and are accurate and legitimate. 
 Reports, including errors and exceptions and net pay variance, are run and independently checked as part of the monthly pay run, to ensure that changes to 

payroll are legitimate and accurate. 
 Staff sickness, including long term sickness, is closely monitored with liaison between HR and line managers to discuss actions as appropriate. Performance 

data in relation to sickness is recorded on Pentana and reported to the HR Board. Further training is due be rolled out on a new Absence Policy, approved by 
Cabinet at its meeting on 15th November 2021, to all line managers to highlight the importance of absence management with the new policy and particularly the 
return to work forms. They are also raising a job request with iTrent to request that a field be added to the system to record that a Return to Work interview has 
been completed. 
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ISSUES TO BE ADDRESSED 

 

The audit has also highlighted the following areas where two 'important' recommendations have been made. 

Officers’ & Members’ Expenses  

 For staff to submit VAT receipts with their claims, including for reimbursement of fuel costs, thereby allowing the Council to reclaim VAT from the Inland Revenue. 
 

 The current disclaimer used by Members when submitting mileage expense claims should reviewed and additional wording added to include confirmation that 
members also have a valid, current drivers licence, tax (if applicable) and a current MOT.  

 

The audit has also highlighted the following areas where three 'needs attention' recommendations have been made. 

Documented HR Policies and Procedures  

 All DBS documented procedures should be dated and/or version controlled to ensure they are reflective of current working practices.  

Officers’ & Members’ Expenses 

 All mileage expense claims should be promptly submitted and authorised within two months of the journey date, as outlined in local procedure. All managers 
and employees should be reminded of the Expense Policy and their responsibilities. Payroll should not process any claims over two months old and should refer 
these back to the line manager and employee. 
 

 The officer approving individual expense claims should be clearly identifiable within iTrent.   

Operational Effectiveness Matters 

There are no operational effectiveness matters for management to consider. 
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Previous audit recommendations 

All the previous recommendations from the Payroll and HR (BRK/19/09) had been confirmed as implemented. However, during the scoping stage, the HR Manager 
advised that due to Covid-19, staff appraisals were suspended. A revised appraisal system is being researched with a view to reporting to CMT in November 2021 on 
the new arrangements. An update on progress can be found below in the other issues noted section.   

No issues relating to Payroll were raised in the review of BRK/21/03 Key Controls and Assurance, issued in April 2021. 

Other issues noted 

 The Managing Absence Policy, which was due for review in October 2020, was approved by Cabinet at its meeting on 15th November 2021, hence, a 
recommendation has not been raised despite the delay in approval. 
 

 Appraisal Update – The HR manager has confirmed that the proposed appraisal system is moving forward and is currently waiting on the Digital teams input, 
following this it will be presented to CMT in January 2022 with a completed implementation date of 31st March 2022. As such, no recommendation has been 
raised. 
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Covid-19 Business Grants  

Executive Summary 

 

OVERALL ASSURANCE ASSESSMENT ACTION POINTS 

 

Control Area Urgent Important Needs Attention Operational 

Data collection, 
processing, tools for post 

assurance checks, 
assessment of progress 

and system accuracy 

0 3 0 0 

Risk Monitoring 0 1 0 0 

Total 0 4 0 0 

 

SCOPE 

The objective of the audit was to review the systems and controls in place within Covid Government Grants, to help confirm that guidance was clear, internal 
processing and checks were/are adequate, relevant resources assigned, funding arrangements in place and submissions to government adequate 
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RATIONALE 

 
 The systems and processes of internal control are, overall, deemed 'Reasonable Assurance' in managing the risks associated with the audit. The assurance 

opinion has been derived as a result of four 'important' recommendations being raised upon the conclusion of our work. 
 A direction of travel is not applicable since the areas under scope have not previously been subject to an internal audit review. 

POSITIVE FINDINGS 

 

It is acknowledged there are areas where sound controls are in place and operating consistently: 

 Policies were enacted by the Council for administering the discretionary grant schemes, and were in accordance with government guidance. 
 Processes were in place to identify potential fraud and non-compliant cases. Instances of potential fraud and payments in error were appropriately tracked, and 

collection efforts implemented to facilitate recovery.  
 Staff were re-deployed to meet the demands of administering the grant schemes. Training and guidance were developed to assist in the processing of grant 

applications. 
 New Burdens Grants were utilised by the Council to fund additional resource requirements for the processing of grant applications. 

ISSUES TO BE ADDRESSED 

 

The audit has also highlighted the following areas where four ‘important' recommendations have been made. 

Data collection, processing, tools for post assurance checks, assessment of progress and system accuracy 

 Online application forms should be updated to include all data elements outlined within the government guidance for the ongoing Additional Restrictions Grant 
scheme. Any future grant scheme(s) should ensure all the required data is captured. Evidence of required pre-payment checks should be retained for all grant 
applications moving forward.  
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Pre and post payment assurance plans must be developed for all ongoing Additional Restriction Grants and where required in the event of future grant   schemes. 
The plans must include the required company and bank account checks, and include methods for verifying businesses which are not registered, limited companies.  

Risk Monitoring 

 Risk assessments should be completed for the ARG and Restart grants in accordance with Government guidance. 
 

*Note that the aforementioned matters raised should be considered in light of past and present grant activity. The matters raised affected two of the 13 
grant schemes administered in total. Recommendation three of this report outlines that post assurance checks should be undertaken and evidenced for 
the earlier administered Additional Restrictions Grant and Restart Grants retrospectively to provide assurance over the impact of any potential clawbacks. 
These grants totalled approximately £11.5 million (22.5% of the total amount administered across all schemes). Our assurance rating reflects the number 
and priority of our recommendations, while also accounting for the overall scope of the grants administered.  

Operational Effectiveness Matters 

There are no operational effectiveness matters for management to consider. 

Previous audit recommendations 

This area has not been subject to a previous internal audit review.  
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Contact Centre  

Executive Summary 

 

OVERALL ASSURANCE ASSESSMENT ACTION POINTS 

 

Control Area Urgent Important Needs Attention Operational 

Policies and procedures 0 0 1 1 

Performance management 
and monitoring 

0 1 0 0 

Total 0 1 1 1 

No recommendations have been raised in respect of call handling or training. 

SCOPE 

This area has not been reviewed by Internal Audit before and was deferred from the 2020/21 plan due to Covid-19 revisions. The review was carried out to 
examine the processes for call handling and performance monitoring and levels of service provided to customers. Our review considered training and quality 
assurance for call handlers, customer satisfaction, accuracy of performance data and the capacity of the team.  
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RATIONALE 

 

 The systems and processes of internal control are, overall, deemed 'Reasonable’ in managing the risks associated with the audit. The assurance opinion has 
been derived as a result of one 'important' and one ‘needs attention’ recommendations being raised upon the conclusion of our work. 

 The audit has also raised one 'operational effectiveness matter', which sets out a matter identified during the assignment where there may be opportunities for 
service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services. 

 The rationale also takes in to account the fact that service has not been achieving targets for its key performance measures throughout the year (See ‘Other 
points noted’ below). Measures have been taken to address these although it was too early for audit to assess their impact.  

 This area has not been subject to previous audit review, so no direction of travel is provided. 

POSITIVE FINDINGS 

 

We found that the Council has demonstrated the following points of good practice as identified in this review and we will be sharing details of these operational 
provisions with other member authorities in the Consortium: 

 The Council has introduced a digital assistant ('chat bot') on its website to address simple queries, in order to reduce the demand on customer services officers. 

 

It is acknowledged there are areas where sound controls are in place and operating consistently: 

 The Council has a Customer Access Strategy 2019-2022 that sets out its vision for how customers will be able to access Council services and what the Council 
will do to enable this. The Strategy has a strong focus on moving transactions from face to face or telephone calls to self-service through the website or 
automated phone, while still offering other means of contact for customers who need these. 

 All incoming calls are answered in accordance with a standard procedure and script, to ensure consistency and quality of responses. 

 Staff working patterns and rotas have been reviewed and amended to fit with peaks in demand, in order to provide consistent performance throughout the day 
and week. 
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 A live performance dashboard and daily reports are accessible to Team Leaders, to help ensure that areas of poor performance are being identified and 
managed / remedied effectively. 

 Monthly quality assessments are conducted, which consist of a review of a sample of each officer’s work, across all contact methods (phone, email and live 
chat), to help ensure consistent standards and identify training needs. 

 A training programme is provided to all new staff, including service-specific training. Ongoing training needs are identified through quality assessments and 
personal development reviews, to ensure that staff are able to provide a quality service to customers. 

ISSUES TO BE ADDRESSED 

 

The audit has highlighted the following area where one 'important' recommendation has been made. 

Performance management and monitoring 

 Customer feedback surveys be introduced in order to obtain an independent assessment of the service and to consider / use that feedback to improve the 
service further, where possible.  

 

The audit has also highlighted the following area where one 'needs attention' recommendation has been made. 

Policies and procedures 

 For the Contact Centre to collaborate more closely with other departments in order to predict what drives demand and consider measures / options to manage 
that demand, in order to understand its customers and provide them with a more effective and efficient customer experience. 

Operational Effectiveness Matters 

The operational effectiveness matters, for management to consider relate to the following: 

 Consideration be given to achieving a national standard or accreditation in order to demonstrate the quality of the service being provided. 

Previous audit recommendations 

This area has not been subject to previous audit scrutiny.  
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Other points noted 

 The service has not been achieving targets for its key performance measures, abandonment percentage and waiting time, throughout 2021/22. This is due to 
resourcing issues within the team, which have now been addressed with six new officers starting in September and October 2021. Staff working patterns have 
also been reviewed to ensure that there is adequate staffing for periods of high demand. 

 The chat bot was launched in October 2021 and currently provides a basic service of providing information in response to questions, mostly in the form of links 
to pages on the Council’s website. Feedback from users is that only around 20% of responses are helpful. However, the Council is constantly working to 
improve the quality of responses and expand what the chat bot can do, with a target of 50% of responses being considered helpful by July 2022. 

 

61



BRECKLAND DISTRICT COUNCIL 
 
Report of: Head of Internal Audit 
 
To:    Governance and Audit Committee 10 February 2022 
 
Author:  Faye Haywood, Head of Internal Audit for Breckland DC 
 
Subject: Follow Up Report on Internal Audit Recommendations 
 
Purpose: This report provides members with the position on the progress made by 

management in implementing agreed Internal Audit recommendations as at 31 
January 2022.  

 
 
Recommendation(s):  
 
1) That members agree the contents of the report. 
 

 
1.0 BACKGROUND 
 
1.1 The Governance and Audit Committee receive updates on management’s implementation of 

agreed audit recommendations. This report forms part of the overall reporting requirements 
to assist the Council in discharging the responsibilities in relation to its Internal Audit Service. 

1.2 The Public Sector Internal Audit Standards require the Chief Audit Executive to establish a 
process to monitor and follow up management actions to ensure that they have been 
effectively implemented or that senior management have accepted the risk of not taking 
action. The frequency of reporting at Breckland District Council is twice yearly. 

1.3 To comply with the above this report includes the status of agreed actions. 

 
2.0  CURRENT PROGRESS 
 

2.1 The Governance and Audit Committee are asked to receive and note the current position in 
relation to the completion of agreed internal audit recommendations. 

 
3.0 REASONS FOR RECOMMENDATION 
 
3.1 The Governance and Audit Committee are requested to receive and note the Follow Up 

Report on the implementation of Internal Audit recommendations.  In doing so, the Committee 
is ensuring that it is kept up to date and informed as to the extent to which management has 
progressed Internal Audit recommendations as at 31 January 2022.  
 

4.0 IMPLICATIONS 
 
4.1 Corporate Priorities 
 
4.1.1 Internal Audit helps to ensure that the service areas reviewed are working towards the 

efficient and effective delivery of the Council’s corporate priorities. 
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4.2 Risk Management  
 
4.2.1 Failure to implement or improve internal controls may lead to the risks associated with those 

controls materialising. 
 

Background papers: - None 

 

Lead Contact Officer 
Name and Post: Faye Haywood Head of Internal Audit  
Telephone Number: 01508 533873 
Email: faye.haywood@southnorfolkandbroadland.gov.uk 
 
Director / Officer who will be attending the Meeting Faye Haywood, Head of Internal Audit.  
 
Key Decision: No 
 
Exempt Decision: No 
 
Appendices attached to this report:  Follow Up Report on Internal Audit Recommendations 
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1. INTRODUCTION 

1.1 This report is being issued to assist the Authority in discharging its responsibilities in relation 
to the internal audit activity. 

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive to establish 
a process to monitor and follow up management actions to ensure that they have been 
effectively implemented or that senior management have accepted the risk of not taking action. 
The frequency of reporting and the specific content are for the Authority to determine. 

1.3 To comply with the above this report includes:   

 The status of agreed actions.  

2. STATUS OF AGREED ACTIONS 

2.1 As a result of audit recommendations, management agree action to ensure implementation 
within a specific timeframe and by a responsible officer.  

The recommendations are subsequently uploaded on to the Council’s performance 
management system Pentana, with this alerting management to update progress in advance 
of the due date through email alerts. Management action to date is then input with internal 
audit then either verifying the evidence provided and closing the recommendation or agreeing 
to the extension date provided. 

2.2 Appendix 1 to this report shows the details of the progress made to date in relation to the 
implementation of the agreed recommendations and reflects the year in which the audit was 
undertaken to enable the Committee to easily identify old outstanding recommendations. The 
table also identifies between outstanding recommendations that have previously been 
reported to this Committee and then those which have become outstanding this time round.  

2.3 In 2018/19 Internal Audit has raised 70 recommendation, 68 of which are now complete. A 
total of 2 recommendations are outstanding (both are needs attention recommendations).  
 

Number raised 70  

Complete 68 97% 

Outstanding 2 3% 

2.4 In 2019/20 a total of 24 recommendations were raised and agreed. A total of 23 have been 
completed. One needs attention recommendation is outstanding.  

Number raised 24  

Complete 23 96% 
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Outstanding 1 4% 

2.5 In 2021/22 so far a total of 12 recommendations have been raised and agreed. There is one 
needs attention recommendation outstanding, and 11 recommendations are within deadline.  

Number raised 12  

Complete 0 0% 

Outstanding 1 8% 

Within deadline 11 92% 
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APPENDIX 1 – STATUS OF AGREED INTERNAL AUDIT RECOMMENDATIONS 
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BRECKLAND DISTRICT COUNCIL 
 
Report of: Head of Internal Audit  
 
To:    Governance and Audit Committee, 10 February 2022 
 
Author:  Head of Internal Audit 
 
Subject: Strategic and Annual Internal Audit Plans 2022/23 
 
Purpose: This report provides an overview of the stages followed prior to the 

formulation of the Strategic Internal Audit Plan for 2022/23 to 2025/26 and the 
Annual Internal Audit Plan for 2022/23.  

    
  It will also provide the basis for the Annual Audit Opinion on the overall 

adequacy and effectiveness of Breckland District Council’s framework of 
governance, risk management and control. 

 
 
Recommendation(s): 
 
1) That the Committee notes and approves: 
 

a) the Internal Audit Strategy for 2022/23; 
b) the Strategic Internal Audit Plan 2022/23 to 2025/26; and 
c) the Annual Internal Audit Plan 2022/23. 

 
 
1.0  BACKGROUND 
 
1.1 The Accounts and Audit Regulations 2015 require that “a relevant authority must undertake 

an effective internal audit to evaluate the effectiveness of its risk management, control and 
governance processes, taking into account public sector internal auditing standards or 
guidance”. 

 
1.2 Those standards are set out in the Public Sector Internal Audit Standards (PSIAS) which 

came into effect in April 2013. 
 
1.3 The attached report contains;  
 

o the Internal Audit Strategy, which is a strategic high level statement on how the 
internal audit service will be delivered and developed in accordance with the charter 
and how it links to the organisational objectives and priorities; 
 

o the Strategic Internal Audit Plan, which details the plan of work for the next three 
financial years; 
 

o the Annual Internal Audit Plan, which details the timing and the purpose of each 
audit agreed for inclusion in 2022/23.  
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2.0 REASONS FOR RECOMMENDATION(S) 
 
2.1 The risk-based internal audit plans will add value to the Council, have a defined and 

specific scope for each review and ensure that risks in relation to the service area are being 
reviewed by Internal Audit, thus enabling best practice to be followed. 

 
3.0 EXPECTED BENEFITS 
 
3.1 The Council’s key business risks will be addressed by Internal Audit, thus ensuring that 

appropriate controls are in place to mitigate such risks and ensure that the appropriate and 
proportionate level of action is taken. 

 
3.2 The Internal Audit Service will be seen to add value, become a useful management tool 

and link more directly to the Council’s risk management processes.  
 
4.0 IMPLICATIONS 
 
4.1 Corporate Priorities 
 
4.1.1 Internal Audit helps to ensure that the service areas and risks reviewed are working 

towards the efficient and effective delivery of the Council’s corporate priorities. 
 
4.2 Financial 
 
4.2.1 The Internal Audit Service is provided by way of an agreement with South Norfolk Council, 

whereby South Norfolk Council provide the role of the Head of Internal Audit and Contract 
Manager to Breckland Council, and the service provision i.e. delivery of the audits, is 
provided through an outsourced provider. The 2022/23 plans have been set within the 
approved budget. 

 
4.3 Risk Management  
 
4.3.1 The Risk Based Internal Audit approach will ensure that the Council’s key risks are 

accurately reviewed and updated and thus the Internal Audit Service is adding value and 
auditing the key risk areas. 

 
4.4 Stakeholders / Consultation / Timescales 
 
4.4.1 The Strategic and Annual Internal Audit Plans for 2022/23 have been discussed and 

agreed with the Management Team, prior to being presented to the Committee. 
  
 

Background papers: None 

Lead Contact Officer 
Name and Post:  Faye Haywood, Head of Internal Audit 
Telephone Number: 01508 533873 
Email: faye.haywood@southnorfolkandbroadland.gov.uk 
 
Director / Officer who will be attending the Meeting: Faye Haywood, Head of Internal Audit 
 
Exempt Decision:  No 
 
Appendices attached to this report: Strategic and Annual Internal Audit Plans 2022/23.  
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1. INTRODUCTION 

1.1 The Accounts and Audit Regulations 2015 require that “a relevant authority must undertake 
an effective internal audit to evaluate the effectiveness of its risk management, control and 
governance processes, taking into account public sector internal auditing standards or 
guidance”. 

1.2 The Public Sector Internal Audit Standards (PSIAS) mandate a periodic preparation of a risk-
based plan, which must incorporate or be linked to a strategic high-level statement on how the 
internal audit service will be delivered and developed in accordance with the charter and how 
it links to the organisational objectives and priorities, this is set out in the Internal Audit 
Strategy. 

1.3 Risk is defined as 'the possibility of an event occurring that will have an impact on the 
achievement of objectives’. Risk can be a positive and negative aspect, so as well as 
managing things that could have an adverse impact (downside risk) it is also important to look 
at potential benefits (upside risk). 

1.4 The development of a risk-based plan takes into account the organisation's risk management 
framework. The process identifies the assurance (and consulting) assignments for a specific 
period, by identifying and prioritising all those areas on which objective assurance is required. 
This is then also applied when carrying out individual risk based assignments to provide 
assurance on part of the risk management framework, including the mitigation of individual or 
groups of risks.   

1.5 The following factors are also taken into account when developing the internal audit plan: 

 The risk profile and maturity of the Council;  
 Previous assurance gradings given in each area;   
 Any declarations to avoid conflicts of interest; 
 The requirements of the use of specialists e.g. IT auditors; 
 Striking the right balance over the range of reviews needing to be delivered, for 

example systems and risk-based reviews, specific key controls testing, value for 
money and added value reviews; 

 Allowing contingency time to undertake ad-hoc reviews or fraud investigations as 
necessary; 

 The time required to carry out the audit planning process effectively as well as regular 
reporting to and attendance at Audit and Risk Committee, the development of the 
annual report and opinion and the Quality Assurance and Improvement Programme. 

1.6 In accordance with best practice the Governance and Audit Committee should ‘review and 
assess the annual internal audit work plan’.  

2. INTERNAL AUDIT CHARTER 

2.1 There is an obligation under the PSIAS for the Charter to be periodically reviewed and 
presented. This Charter is therefore reviewed annually by the Head of Internal Audit to confirm 
its ongoing validity and completeness, and presented to the Section 151 Officer, Senior 
Management and the Governance and Audit Committee every two years, or as required for 
review. The Charter was last approved in 2021 and will therefore not need to be reviewed and 
approved by the Committee this year.   

2.2 As part of the review of the Audit Charter the Code of Ethics are also reviewed by the Head of 
Internal Audit, and it is ensured that the Internal Audit Services contractor staff, as well as the 
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Head of Internal Audit and Internal Audit Trainee adhere to these, specifically with regard to; 
integrity, objectivity, confidentiality and competency. Formal sign off to acceptance of the Code 
of Ethics is retained by the Eastern Internal Audit Services.  

3. INTERNAL AUDIT STRATEGY 

3.1 The purpose of the Internal Audit Strategy (see Appendix 1) is to confirm: 

 How internal audit services will be delivered; 
 How internal audit services will be developed in accordance with the internal audit 

charter; 
 How internal audit services links to organisational objectives and priorities; and 
 How the internal audit resource requirements have been assessed.  

4. STRATEGIC INTERNAL AUDIT PLAN 

4.1 The overarching objective of the Strategic Internal Audit Plan (see Appendix 2) is to provide 
a comprehensive programme of review work over the next three years, with each year 
providing sufficient audit coverage to give annual opinions, which can be used to inform the 
organisation’s Annual Governance Statement. 

4.2 The coverage over the forthcoming three years has been discussed with Management Team 
to ensure audits are undertaken at the right time, at a time where value can be added, as well 
as ensuring sufficient coverage for an Annual Opinion on the framework of governance, risk 
management and control. The discussions also went into greater detail in relation to the scope 
of the audits for the forthcoming financial year. 

5. ANNUAL INTERNAL AUDIT PLAN  

5.1 Having developed the Strategic Internal Audit Plan, the Annual Internal Audit Plan is an extract 
of this for the forthcoming financial year (see Appendix 3). The plan includes the areas being 
reviewed by Internal Audit, the number of days for each review, the quarter during which the 
audit will take place and a brief summary and purpose of the review.   

5.2 The Annual Internal Audit Plan for 2022/23 totals 207 days in total, encompassing 14 EIAS 
internal audit reviews, two of which cover IT processes. A total of 35 days will be delivered by 
the Anglian Revenue Partnership auditors across four areas.  

5.3 Audit verification work concerning audit recommendations implemented to improve the 
Council’s internal control environment will also be undertaken throughout the financial year. 

5.4 Depending on any changes to the control environment over the year, the annual internal audit 
plan may need to be revised to respond to emerging risks. The Head of Internal Audit will 
regularly review the Strategic Risk Register and report through to the Committee any 
necessary changes to the plan of work. 
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APPENDIX 1 – INTERNAL AUDIT STRATEGY 
 

 
 

EASTERN INTERNAL AUDIT SERVICES 
 

INTERNAL AUDIT STRATEGY FOR 2022/23 
1. Introduction 
 
1.1 The Internal Audit Strategy is a high-level statement of; 

 how the internal audit service will be delivered; 
 how internal audit services will be developed in accordance with the internal audit 

charter; 
 how internal audit services links to the organisational objectives and priorities; and 
 how the internal audit resource requirements have been assessed. 

 
The provision of such a strategy is set out in the Public Sector Internal Audit Standards (the 
standards). 

 
1.2 The purpose of the strategy is to define the objectives, function, the approach,  resources 
 and processes needed to achieve Internal audit service, providing a clear  link between the 
 Charter and the annual plan. 
 
1.3 Throughout this strategy the term ‘The Authority’ or ‘Authority’ references any member  of 
 the Eastern Internal Audit Services Consortium. The term ‘Audit Committee’ is used 
 throughout to refer to each Authorities Audit Committee or equivalent.     
 
2. How the internal audit service will be delivered 
 
2.1 The Role of the Head of Internal Audit and contract management is provided by South Norfolk 

Council to; Breckland, Broadland, North Norfolk, and South Norfolk District Councils, Great 
Yarmouth Borough Council and the Broads Authority. All Authorities are bound by a 
Partnership Agreement. 

 
2.2 The delivery of the internal audit plans for each Authority is provided by an external audit 

contractor, who reports directly to the Head of Internal Audit at South Norfolk Council. The 
current contract is with TIAA Ltd, ending 31 March 2022. A procurement exercise is currently 
ongoing to determine the provider for the next contract term. The procurement exercise has 
taken the requirements of consortium members into account and has involved finance, legal 
and procurement professionals.  

 
2.3 The above mentioned Procurement exercise represents an opportunity to build on an already 

well established delivery method, and enhance contract management processes.  
 
3. How internal audit services will be developed in accordance with the internal audit 

charter 
 
3.1 Internal Audit objective and outcomes 
 
3.1.1 Internal audit is an independent, objective assurance and consulting activity designed to add 

value and improve the Authority’s operations. It helps the Authority accomplish its objectives 

73



Page 5 of 18 
 

by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of 
risk management, control and governance processes. 

 
3.1.2 The outcomes of the internal audit service are detailed in the Internal Audit Charter and can 

be summarised as; delivering a risk-based audit plan in a professional, independent manner, 
to provide the Authority with an opinion on the level of assurance it can place upon the internal 
control environment, systems of risk management and corporate governance arrangements, 
and to make recommendations to improve these provisions, where further development would 
be beneficial. 

 
3.1.3 The reporting of the outcomes from internal audit is through direct reports to senior 

management in respect of the areas reviewed under their remit, in the form of an audit report. 
The Audit and Risk Committee and the Section 17 Officer also receive: 

 The Audit Plans Report, which is risk based and forms the next financial year’s plan of 
work; and  

 The Annual Report and Opinion on the overall adequacy and effectiveness of the 
Authority’s framework of governance, risk management and control. 

 
3.2 Internal Audit Planning 
 
3.2.1 A risk-based internal audit plan (RBIA) is established in consultation with senior management 

that identifies where assurance and consultancy is required. 
 
3.2.2 The audit plan establishes a link between the proposed audit areas and the priorities and risks 

of the Authority considering: 
 Stakeholder expectations, and feedback from senior and operational managers; 
 Objectives set in the strategic plan and business plans; 
 Risk maturity in the organisation to provide an indication of the reliability of risk 

registers; 
 Management’s identification and response to risk, including risk mitigation strategies 

and levels of residual risk; 
 Legal and regulatory requirements; 
 The audit universe – all the audits that could be performed; and 
 Previous Internal Audit plans and the results of audit engagements. 

 
3.2.3 In order to ensure that the internal audit service adds value to the Authority, assurance should 

be provided that major business risks are being managed appropriately, along with providing 
assurance over the system of internal control, risk management and governance processes. 

 
3.2.4 Risk based internal audit planning starts with the Authority’s Business Plan, linking through to 

the priority areas and the related high-level objectives. The focus is then on the risks, and 
opportunities, that may hinder, or help, the achievement of the objectives. The approach also 
focuses on the upcoming projects and developments for the Authority. 

 
3.2.5 The approach ensures; better and earlier identification of risks and increased ability to control 

them; greater coherence with the Authority’s priorities; an opportunity to engage with 
stakeholders; the Committee and Senior Management better understand how the internal 
audit service helps to accomplish its objectives; and this ensures that best practice is followed. 

 
3.2.6 The key distinction with establishing plans derived from a risk based internal audit approach 

is that the focus should be to understand and analyse management’s assessment of risk and 
to base audit plans and efforts around that process. 
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3.2.7 Consultation with the Section 17 Officer and Senior Management takes place through 
discussion during which current and future developments, changes, risks and areas of concern 
are considered and the plan amended accordingly to take these into account.  

 
3.2.8 The outcome of this populates the annual internal audit plan, which is discussed with and 

approved by senior management prior to these being approved by the Audit Committee. In 
addition, External Audit is also provided with details of the plans. 

 
3.3 Internal Audit Annual Opinion 
 
3.3.1 The annual opinion provides Senior Management and the Audit Committee with an 

assessment of the overall adequacy and effectiveness of the Authority’s framework of 
governance, risk management and control. 

 
3.3.2 The opinion is based upon: 

 The summary of the internal audit work carried out; 
 The follow up of management action taken to ensure implementation of agreed action 

as at financial year end; 
 Any reliance placed upon third party assurances; 
 Any issues that are deemed particularly relevant to the Annual Governance Statement 

(AGS); 
 The Annual Review of the Effectiveness of Internal Audit, which includes;  

o A statement on conformance with the Public Sector Internal Audit standards 
and the results of any quality assurance and improvement programme, 

o  the outcomes of the performance indicators and  
o the degree of compliance with CIPFA’s Statement on the Role of the Head of 

Internal Audit. 
 
3.3.3 In order to achieve the above, Internal Audit operates within the standards and uses a risk 

based approach to audit planning and to each audit assignment undertaken. The control 
environment for each audit area reviewed is assessed for its adequacy and effectiveness of 
the controls and an assurance rating applied. 

 
4. How internal audit services links to the organisational objectives and priorities 
 
4.1 In addition to the approach taken as outlined in section 3.2 (Internal Audit Planning), which 

ensures that the service links to each Authorities objectives and priorities and thereby through 
the risk based approach adds value, internal audit also ensure an awareness is maintained of 
local and national issues and risks. 

 
4.2 The annual audit planning process ensures that new or emerging risks are identified and 

considered at a local level. This strategy ensures that the planning process is all 
encompassing and reviews the records held by the Authority in respect of risks and issue logs 
and registers, reports that are taken through the Authority Committee meetings, and through 
extensive discussions with senior management. 

 
4.3 Awareness of national issues is maintained through the contract in place with the external 

internal audit provider through regular “horizon scanning” updates, and annually a particular 
focus provided on issues to be considered during the planning process. Membership and 
subscription to professional bodies such as the Institute of Internal Auditors and the CIPFA 
on-line query service, liaison with External Audit, and networking, all help to ensure 
developments are noted and incorporated where appropriate. 
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4.4 Each Authorities risk profile will be evaluated throughout each year, and if required, 
amendments to the Internal Audit Plan will suggested for approval to ensure that Internal Audit 
coverage continues to focus on providing assurance over the Authorities key risks.   

 
5. How internal audit resource requirements have been assessed 
 
5.1 The in-house Internal Audit team at South Norfolk Council consists of the Head of Internal 

Audit who is a Chartered professional and an Internal Audit Trainee, currently training to 
become part qualified with the Chartered Institute of Internal Auditors.  

 
5.2 These resources are used to contract manage the outsourced provider effectively, ensuring 

that the key performance measures of the service are met on behalf of consortium members. 
The team also provides Internal Audit Management support to one other Council outside of 
the Consortium.  

 
5.3 The Internal Audit Trainee has been appointed into the service to enhance continuity 

arrangements and contribute towards building succession opportunities within the 
Consortium.   

 
5.4 Through utilising a contractor, the risk based internal audit plan can be developed without 

having to take into account the existing resources, as you would with an in-house team, thus 
ensuring that audit coverage for the year is appropriate to the Authority’s needs and not tied 
to a particular resource. 

 
5.5 A core team of staff is provided by the contractor to deliver the audit plan, and these staff bring 

with them considerable public sector knowledge and experience. These core staff can be 
supplemented with additional staff should the audit plan require it, and in addition specialists, 
e.g. information technology auditors, contract auditor, fraud specialists, can be drafted in to 
assist in completing the internal audit plan and focusing on particular areas of specialism. 

 
5.6 All audit professionals are encouraged to continually develop their skills and knowledge 

through various training routes; formal courses of study, in-house training, seminars and 
webinars. As part of the contract with TIAA Ltd the contractor needs to ensure that each 
member of staff completes a day’s training per quarter. 

 
5.7 The above-mentioned arrangements ensure that the Internal Audit Service is able to respond 

effectively to the assurance needs of each Authority whilst ensuring that the core team used 
are sufficiently qualified and experienced.  
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APPENDIX 2 – STRATEGIC INTERNAL AUDIT PLAN 
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APPENDIX 3 – ANNUAL INTENAL AUDIT PLAN 2022/23  
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1 
 

Self-assessment of good practice 
 
This evaluation will support an assessment against recommended practice to inform and support the Audit Committee. This is a high-level review 
that incorporates the key principles set out in CIPFA’s Position Statement: Audit Committees in Local Authorities and Police. Where an Audit 
Committee has a high degree of performance against the good practice principle’s then it is an indicator that the committee is soundly based 
and has in place knowledgeable membership. These are essential factors in developing an effective Audit Committee.  
 
 Good Practice Questions Yes Partly No 
 Audit Committee purpose and governance √   
1 Does the authority have a dedicated audit committee? √   
2 Does the audit committee report directly to full council? √   
3 Do the terms of reference clearly set out the purpose of the committee in accordance with CIPFA’s position 

statement? 
√   

4 Is the role and purpose of the audit committee understood and accepted across the authority? √   
5 Does the audit committee provide support to the authority in meeting the requirements of good governance? √   
6 Are the arrangements to hold the committee to accounts for its performance operating satisfactorily? √   
 Functions of the committee √   
7 Do the committee’s terms of reference explicitly address all the core area identified in CIPFA’s position 

statement? 
- Good governance 
- Assurance framework 
- Internal audit 
- External audit 
- Financial reporting  
- Risk management 
- Value for money or best value 
- Counter fraud and corruption  

√   

8 Is an annual evaluation undertaken to assess whether the committee is fulfilling its terms of reference and that 
adequate consideration has been given to all core areas? 

√   

9 Has the audit committee considered the wider areas identified in CIPFA’s position statement and whether it 
would be appropriate for the committee to undertake them? 

√   

10 Where coverage of core areas has been found to be limited, are plans in place to address this? Not applicable 
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2 
 

11 Has the committee maintained its non-advisory role by not taking on any decision-making powers that are not 
in line with its core purpose? 

√   

 Membership and support    
12 Has an effective audit committee structure and composition of the board been selected? 

This should include: 
- Separation from the executive 
- An appropriate mix of knowledge and skills among the membership 
- A size of committee that is not unwieldy 
- Where independent members are used, that they have been appointed using appropriate process 

√   

13 Does the chair of the committee have appropriate knowledge and skills? √   
14 Are arrangements in place to support the committee with briefings and training? √   
15 Has the membership of the committee been assessed against the core knowledge and skills framework and 

found to be satisfactory?  
√   

16 Does the committee have good working relationships with key people and organisations, including external 
audit, internal audit and the chief finance officer? 

√   

17 Is adequate secretariat and administrative support to the committee provided? √   
 Effectiveness of the committee    
18 Has the committee obtained feedback on its performance from those interacting with the committee or relying 

on its work? 
√   

19 Has the committee evaluated whether and how it is adding value to the organisation? √   
20 Does the committee have an action plan to improve any areas of weakness? √   
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3 
 

Evaluating the Effectiveness of the Audit Committee 
 
This assessment tool helps Audit Committee members to consider where it is most effective and where there may be scope to do more. To be 
considered effective, the Audit Committee should be able to identify evidence of its impact or influence linked to specific improvements. 
 
Assessment Key: 
 
5 Clear evidence is available from a number of sources that the committee is actively supporting the improvement across all aspects of 

this area. The improvements made are clearly identifiable. 
 
4 Clear evidence from some sources that the committee is actively and effectively supporting improvement across some aspects of this 

area. 
 
3 The committee has had mixed experience in supporting improvement in this area. There is some evidence that demonstrates their 

impact but there are also significant gaps. 
 
2 There is some evidence that the committee has supported improvements, but the impact of this support is limited. 
 
1 no evidence can be found that the audit committee has supported improvements in this area.  
 
 
Areas where the audit 
committee can add value by 
supporting improvement 

Self-evaluation examples, areas of strength & weakness Assessment 
1-5 

Promoting the principles of 
good governance and their 
application to decision making 

The Committee meets regularly to question and challenge as appropriate, as shown 
through the minutes. 
 
The Committee seeks to gain assurance as needed on the reports received. The 
Committee provides robust review of the Annual Governance Statement and the 
assurances underpinning it. The Governance and Audit Committee also discusses 
any significant constitutional changes.   
 

4 
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4 
 

The Committee works with key members to improve their understanding of the 
Annual Governance Statement and their contribution to it. 
 
Through the reports received and the questions raised, the Committee supports 
reviews / audits of governance arrangements. The Committee regularly participates 
in self-assessments of governance arrangements. 
 

Contributing to the development 
of an effective control 
environment 

The Committee monitors the implementation of recommendations made by the 
auditors, and regularly challenges those that are overdue. 
 
The Committee encourages ownership of the internal control framework by 
appropriate managers and calls managers to account as necessary / required. The 
Committee raises significant concerns over controls with appropriate senior 
managers through those presenting the reports and by calling Managers to attend 
the meeting. 
 

4 

Supporting the establishment of 
arrangements for the 
governance of risk and for 
effective arrangements to 
manage risks 

The Committee reviews risk management arrangements, monitors improvements 
and holds risk owners to account for corporate risks. The Committee has also 
assisted in the development of the layout of the risk reports and the information 
contained therein, the Committee feeds into the risk management framework policy 
and strives for continuous improvement.  
 

4 

Advising on the adequacy of the 
assurance framework and 
considering whether assurance 
is deployed efficiently and 
effectively 

The Committee is moving towards identifying gaps or overlaps in assurance 
through the reports it receives, and often makes links between these reports. The 
Committee seeks to streamline assurance gathering and reporting where 
appropriate. 
 
The Committee reviews and assesses the effectiveness of assurance providers e.g. 
internal audit, risk management, external audit through its questioning and 
challenging of the reports received.  
 

4 

91



Appendix 1 
 

5 
 

Supporting the quality of the 
internal audit activity, 
particularly by underpinning its 
organisational independence 

The Committee reviews the audit charter and functional reporting arrangements as 
part of the annual internal audit plans report brought to the Committee by the Head 
of Internal Audit.  
 
The Committee assesses the effectiveness of internal audit arrangements and 
supporting improvements through the annual report provided to the Committee by 
the Head of Internal Audit. The Committee recognises that internal audit is a key 
source of information for them to consider. 
 

4 

Aiding the achievement of the 
authority’s goals and objectives 
through helping to ensure 
appropriate governance, risk, 
control and assurance 
arrangements 

The Committee reviews major projects and programmes to ensure that governance 
and assurance arrangements are in place through the reports received from internal 
audit and other management reports as requested. The Committee reviews the 
effectiveness of performance management arrangements through the specific 
internal audit reviews as appropriate. The Committee also looks at the corporate 
risks which are often impacted on by major projects. 
 

4 

Supporting the development of 
robust arrangements for 
ensuring value for money 

The Committee evaluates the three E’s regularly and ensures that assurances on 
value for money arrangements is included in the assurances received by the 
Committee. The Committee considers how performance in value for money is 
evaluated as part of the AGS. 
 

4 

Helping the authority to 
implement the values of good 
governance, including effective 
arrangements for countering 
fraud and corruption risks 

The Committee reviews the arrangements in place for countering fraud and 
corruption through regular review of the relevant policies. 
 
The Committee recognises that fraud risks and the effectiveness of the 
organisations strategy to address those risks are highlighted through the reports 
received from internal audit as necessary and through the Annual Governance 
Statement. 
 

4 
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BRECKLAND DISTRICT COUNCIL 
 
Report of:  Rob Walker, Deputy Chief Executive  
 
To: Governance and Audit Committee, 10 February 2022 
 
Author: Alison Chubbock, Assistant Director Finance 
 
Subject:  Accounting Policies 2021-22 
 
Purpose: To review and agree the 2021-22 accounting policies in readiness for the 

review of the Statement of Accounts  
 

 
Recommendation(s):  
 
1) That the Governance and Audit Committee review and agree the accounting policies for 

2021-22 at appendix A 
 

 
1.0  BACKGROUND 
 
1.1  Within the statement of accounts, the Council discloses the accounting policies it has 

applied to all material balances and transactions.  This report presents the proposed 
accounting policies to be adopted for the 2021-22 financial year.  The policies are 
prepared in line with CIPFA’s Code of Practice on Local Authority Accounting in the UK 
2021-22 (the Code). 
 
It is good practice to consider and agree the accounting policies in advance of the 
production and approval of the draft accounts, so this report is an annual review by the 
Governance and Audit Committee. 

 
1.2 There are no major areas of accounting change within the Code in 2021-22.  The change 

expected from IFRS 16 – Leases has been deferred and will not come into effect now until 
2022-23. 
 

1.3 Therefore, the accounting policies in Appendix A have not changed from 2021-22, except to 
update dates, years, etc.  The useful lives shown in the policies highlighted in yellow will be 
updated for the most up to date lives when the capital accounts are closed in April and will 
reflect the information provided by the Valuer. 

 
1.4 As work on the statement of accounts will be underway until they are signed at the end of 

May, minor changes may be made to these policies if necessary and Governance and 
Audit Committee would be updated on any changes in their June meeting. 

 
2.0 OPTIONS 
 
2.1  That Governance and Audit Committee review and agree the Accounting Policies for 

2021-22 at Appendix A. 
 
2.2 That Governance and Audit Committee review and make changes before agreeing the 

Accounting Policies for 2021-22 at Appendix A. 
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3.0 REASONS FOR RECOMMENDATION(S) 
 
3.1  It is good practice to consider and agree the accounting policies in advance of the 

production and approval of the draft accounts. 
 
4.0 EXPECTED BENEFITS 
 
4.1  By agreeing these policies early it assists with the early closure timetable that Local 

Authorities work to. 
 
5.0 IMPLICATIONS 
 
 In preparing this report, the report author has considered the likely implications of the 
 decision - particularly in terms of Carbon Footprint / Environmental Issues; 
 Constitutional & Legal; Contracts; Corporate Priorities; Crime & Disorder; Data Protection; 
 Equality & Diversity/Human Rights; Financial; Health & Wellbeing; Reputation; Risk 
 Management;  Safeguarding; Staffing; Stakeholders/Consultation/Timescales; 
 Transformation Programme;  Other. Where the report author considers that there may be 
 implications under one or more of these headings, these are identified below. 
 
5.5  Financial  
5.5.1 The policies at appendix A underpin the Council's financial statement of accounts in line 

with the CIPFA Code.  
 
6.0 WARDS/COMMUNITIES AFFECTED 
 
6.1 N/A 
 
7.0 ACRONYMS  
 
7.1  CIPFA – Chartered Institute of Public Finance & Accountancy 
7.2 IFRS – International Financial Reporting Standard 
 

Background papers:- See The Committee Report Guide for guidance on how to complete 
this section 

 
Lead Contact Officer 
Name and Post:  Alison Chubbock, Assistant Director Finance 
Telephone Number: 07967 325037 
Email: alison.chubbock@breckland.gov.uk 
 
Key Decision: No 
 
Exempt Decision: No 
 
This report refers to a Mandatory Service  
 
Appendices attached to this report:  
Appendix A Accounting Policies 2021-22 
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Note 1 – Accounting Policies 

General Principles 
The Statement of Accounts summarises the Council’s transactions for the 2021-22 financial year and its position at the year end of 31 March 2022. The Council 
is required to prepare an annual Statement of Accounts by the Accounts and Audit Regulations 2015, which those Regulations require to be prepared in 
accordance with proper accounting practices.  These practices under Section 21 of the 2003 Act primarily comprise the Chartered Institute of Public Finance 
and Accountancy (CIPFA) Code of Practice on Local Authority Accounting in the United Kingdom 2021-22, supported by International Financial Reporting 
Standards (IFRS).  The accounting convention adopted in the Statement of Accounts is principally historical cost, modified by the revaluation of certain 
categories of non-current assets and financial instruments. 
 

Accruals of Income and Expenditure 
Activity is accounted for in the year that it takes place, not simply when cash payments are made or received. In particular: 

 Revenue from contracts with service recipients, whether for services or the provision of goods is recognised when (or as) the goods or services are 
transferred to the service recipient in accordance with the performance obligations in the contract. 

 Expenses in relation to services received (including services provided by employees) are recorded as expenditure when the services are received 
rather than when payments are made. 

 Interest payable on borrowings and receivable on investments is accounted for respectively as expenditure or income on the basis of the effective 
interest rate for the relevant financial instrument rather than the cash flows fixed or determined by the contract. 

 Where income or expenditure has been recognised but cash has not been received or paid, a debtor or creditor for the relevant amount is recorded in 
the Balance Sheet. Where it is doubtful that debts will be settled, the balance of debtors is written down and a charge made to revenue for the income 

that might not be collected. 
 

Cash and Cash Equivalents 
Cash is represented by cash in hand and deposits with financial institutions repayable without penalty on notice of not more than 24 hours.  Cash equivalents 
are investments that are instant access and that are readily convertible to known amounts of cash with insignificant risk of change in value. 
 
In the Balance Sheet and Cash Flow Statement, cash and cash equivalents are shown net of bank overdrafts that are repayable on demand and form an 
integral part of the Council’s cash management. 
 

Charges to Revenue for Non-Current Assets 
Services, support services and trading accounts are debited with the following amounts to record the cost of holding non-current assets during the year: 

 Depreciation attributable to the assets used by the relevant service; and 

 Revaluation and impairment losses on assets used by the service where there are no accumulated gains in the Revaluation Reserve against which the 
losses can be written off; and 

 Amortisation of intangible assets attributable to the service. 
 
The Council is not required to raise council tax to fund depreciation, revaluation and impairment losses or amortisation.  However, it is required to make an 
annual contribution from revenue towards the reduction in its overall borrowing requirement.  Whilst the Council does not have an overall borrowing requirement, 
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there is an amount implicit in the PFI repayment relating to Minimum Revenue Provision (MRP).  Depreciation, revaluation, impairment losses and amortisation 
are therefore replaced by an adjusting transaction between the Capital Adjustment Account and the Movement in Reserves Statement which reverses out the 
amount charged so that there is no impact on the level of council tax. 
 

Collection Fund 
This account is an agent’s statement that reflects the statutory obligation for billing authorities to maintain a separate Collection Fund.  The statement shows 
the transactions of the billing authority in relation to the collection from taxpayers and distribution of council tax and non-domestic rates (NNDR) to major 
preceptors, local authorities and the Government. 
An allowance for the impairment of debt is calculated for the Collection Fund using the following bases: 

 Council Tax – An un-collectable percentage is applied to the debt outstanding for each year based on the age of that debt. 

 NNDR – An un-collectable percentage is applied to the debt outstanding based on the current collection status of that debt (i.e. under instalments, 
under enforcement, etc). 

An allowance for impairment from NNDR appeals from the 2010 valuation list is calculated by taking the outstanding appeals at the Valuation Office (VO), 
categorising these by the rating list descriptions and applying an estimate to the likely success of each outstanding appeal using historical statistics of appeals 
settled in each category.  For NNDR appeals lodged relating to the 2017 valuation list the same process is used as under the 2010 list.  In addition an appeals 
allowance of 3% of net rates payable for the remainder of the 2017 appeals list is allowed for due to the length of time it is taking appeals to be lodged.  In 
addition a review on high risk properties such as high rateable value, large infrastructure, change to charities, etc is undertaken and an estimate made for 
appeals on these properties if required.   
 
The council tax and NNDR income included in the Comprehensive Income & Expenditure Statement is the council’s share of accrued income for the year.  
However, regulations determine the amount of council tax and NNDR that must be included in the Council’s General Fund.  Therefore, the difference between 
the income included in the Comprehensive Income & Expenditure Statement and the amount required by regulation to be credited to the General Fund is taken 
to the Collection Fund Adjustment Account and included as a reconciling item in the Movement in Reserves Statement.  The Balance Sheet includes the 
Council’s share of the year end balances in respect of council tax and NNDR relating to arrears, impairment allowance for doubtful debts, overpayments and 
prepayments and appeals. 
 

Employee Benefits 
Benefits Payable During Employment 
Short-term employee benefits, such as salaries and paid annual leave for current employees, are those due to be settled wholly within 12 months of the year-
end.  They are recognised as an expense for services in the year in which employees render services to the Council and charged on an accrual basis to the 
relevant service line of the comprehensive Income and Expenditure Statement.  
Termination Benefits 
Termination benefits are amounts payable as a result of a decision by the Council to terminate an officer’s employment before the normal retirement date or an 
officer’s decision to accept voluntary redundancy in exchange for those benefits and are charged on an accruals basis to the appropriate service segment at 
the earlier of when the Council can no longer withdraw the offer of those benefits or when the Council recognises costs for a restructuring. 
Post Employment Benefits 
Employees of the Council are members of the Local Government Pension Scheme (LGPS), administered by Norfolk County Council, which provides defined 
benefits to members (retirement lump sums and pensions), earned as employees work for the Council. It is accounted for as a defined benefits scheme: 
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 The liabilities of the pension scheme attributable to the Council are included in the Balance Sheet on an actuarial basis using the projected unit method 
– i.e. an assessment of the future payments that will be made in relation to retirement benefits earned to date by employees, based on assumptions 
about mortality rates, employee turnover rates, etc and projections of projected earnings for current employees. 

 Liabilities are discounted to their value at current prices, using a discount rate based on the indicative rate of return on high quality corporate bonds. 

 The assets of the Norfolk County Council pension fund attributable to the Council are included in the Balance Sheet at their bid value. 

 The change in the net pensions liability is analysed into the following components: 
o Service cost comprising: 

 Current Service Cost – the increase in liabilities as a result of years of service earned this year – allocated in the Comprehensive 
Income and Expenditure Statement to the services for which the employees worked. 

 Past Service Cost - the increase in liabilities as a result of a scheme amendment or curtailment whose effect relates to years of service 
earned in earlier years – debited to the Surplus or Deficit on Provision of Services in the Comprehensive Income and Expenditure 
Statement. 

 Net Interest on the net defined liability, ie. Net interest expense for the Council – the change during the period in the net defined 
liability that arises from the passage of time charged to the Financing and Investment Income and Expenditure line in the 
Comprehensive Income and Expenditure Statement – this is calculated by applying the discount rate used to measure the defined 
benefit obligation at the beginning of the period to the net defined liability at the beginning of the period – taking into account any 
changes in the net defined benefit liability during the period as a result of contribution and benefit payments. 

o Re-measurements comprising: 
 Return on Plan Assets – excluding amounts included in net interest on the net defined liability – charged to the Pensions Reserve as 

Other Comprehensive Income and Expenditure.  
 Actuarial Gains and Losses – changes in the net pensions liability that arise because events have not coincided with assumptions 

made at the last actuarial valuation or because the actuaries have updated their assumptions – charged to the Pensions Reserve as 
Other Comprehensive Income and Expenditure. 

o Contributions paid to the Pension Fund – cash paid as employer’s contributions to the pension fund in settlement of liabilities; not accounted 
for as an expense 

 
In relation to retirement benefits, statutory provisions require the General Fund balance to be charged with the amount payable by the Council to the pension 
fund or directly to pensioners in the year, not the amount calculated according to the relevant accounting standards. In the Movement in Reserves Statement, 
this means that there are appropriations to and from the Pensions Reserve to remove the notional debits and credits for retirement benefits and replace them 
with debits for the cash paid to the pension fund and pensioners and any such amounts payable but unpaid at the year end.  The negative balance that arises 
on the Pensions Reserve thereby measures the beneficial impact to the General Fund of being required to account for retirement benefits on the basis of cash 
flows rather than as benefits are earned by employees. 
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Events after the Balance Sheet Date 
Events after the Balance Sheet date are those events, both favourable and unfavourable, that occur between the end of the reporting period and the date when 
the Statement of Accounts are authorised for issue.  Two types of event can be identified: 

 Those that provide evidence of conditions that existed at the end of the reporting period – the Statement of Accounts is adjusted to reflect such events 

 Those that are indicative of conditions that arose after the reporting period – the Statement of Accounts is not adjusted to reflect such events, but where 
a category of events would have a material effect, disclosure is made in the notes of the nature of the events and their estimated financial effect. 

Events taking place after the date of authorisation for issue are not reflected in the Statement of Accounts. 
 

Fair Value Measurement 
The Council measures some of its non-financial assets, such as surplus assets and investment properties, at fair value at each reporting date.  Fair value is the 
price that would be received to sell as asset in an orderly transaction between market participants at the measurement date.  The fair value measurement 
assumes that the transaction to sell the asset or transfer the liability takes place either: 

 In the principal market for the asset or liability, or 

 In the absence of a principal market, in the most advantageous market for the asset or liability. 
The Council measures the fair value of an asset using the assumptions that market participants would use when pricing the asset, assuming that market 
participants act in their economic best interest. 
 
When measuring fair value of a non-financial asset, the Council takes into account a market participant’s ability to generate economic benefits by using the 
asset in its highest and best use or by selling it to another market participant that would use the asset in its highest and best use.  The Council uses valuation 
techniques that are appropriate in the circumstances and for which sufficient data is available, maximising the use of relevant observable inputs and minimising 
the use of unobservable inputs.  Inputs to the valuation techniques in respect of assets for which fair value is measured or disclosed in the Council’s financial 
statements are categorised within the fair value hierarchy as follows: 

 Level 1 – quoted prices in active markets for identical assets that the Council can access at the measurement date 

 Level 2 – inputs other than quoted prices included within level 1 that are observable for the asset, either directly or indirectly 

 Level 3 – unobservable inputs for the asset. 
 

Financial Instruments 
Financial Liabilities 
The policy for any financial liabilities the Council holds which are classed as leases or PFI are detailed within the policy for that classification. 
 
Financial Assets 
Financial assets are classified based on a classification and measurement approach that reflects the business model for holding the financial assets and their 
cash flow characteristics.  The Council holds financial assets measured at: 

 Amortised cost 
 
The Council’s business model is to hold investments to collect contractual cash flows.  Financial assets are therefore classified as amortised cost. 
Financial assets measured at amortised cost are recognised on the Balance Sheet when the Council becomes a party to the contractual provisions of a financial 
instrument and are initially measured at fair value and subsequently measured at their amortised cost.  Annual credits for interest receivable are made to the 
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Financing and Investment Income and Expenditure line in the Comprehensive Income and Expenditure Statement, based on the carrying amount of the 
investment/asset multiplied by the effective rate of interest for the instrument. 
 

Government Grants and Contributions 
Whether paid on account, by instalments or in arrears, government grants and third party contributions and donations are recognised as due to the Council 
when there is reasonable assurance that; 

 the Council will comply with the conditions attached to the payments and  

 the grants or contributions will be received.   
 
Amounts recognised as due to the Council are not credited to the Comprehensive Income and Expenditure Statement until conditions attached to the grant or 
contribution have been satisfied.  Conditions are stipulations that specify that the future economic benefits or service potential embodied in the asset acquired 
using the grant or contribution are required to be consumed by the recipient as specified, or future economic benefits or service potential must be returned to 
the transferor. 
 
Monies advanced as grants and contributions for which conditions have not been satisfied are carried in the Balance Sheet as creditors.  When conditions are 
satisfied, the grant or contribution is credited to the relevant service line (for attributable revenue grants and contributions) or Taxation and Non-Specific Grant 
Income (for non-ringfenced revenue grants and all capital grants) in the Comprehensive Income and Expenditure Statement. 
 
Where capital grants are credited to the Comprehensive Income and Expenditure Statement, they are reversed out of the General Fund Balance in the 
Movement in Reserves Statement.  Where the grant has yet to be used to finance capital expenditure, it is posted to the Capital Grants Unapplied Account.  
Where it has been applied, it is posted to the Capital Adjustment Account.  Amounts in the Capital Grants Unapplied Account are transferred to the Capital 
Adjustment Account once they have been applied to fund capital expenditure. 
 
Certain grants are general grants allocated by Central Government directly to local authorities as revenue funding, these are non-ringfenced and are credited 
to Taxation and Non-Specific Grant Income in the Comprehensive Income and Expenditure Statement.  Details of these grants can be found in note 16 Grant 
Income. 
 

Interest in Companies and Other Entities 
The Anglia Revenues Partnership Joint Committee - This involves a group of authorities coming together to fulfil a joint purpose but it does not constitute a legal 
entity in its own right.  It is accounted for in the respective authorities Statements of Accounts as a shared service.  This requires the authority’s share of 
partnership transactions (expenditure and income and balances if applicable) to be included within the relevant lines within the authority’s accounts. 
 
Breckland Bridge Ltd – This is the Local Asset Backed Vehicle (LABV) company set up between the Council and The Land Group Ltd.  The company has been 
set up to achieve financial returns and accelerate long term regeneration and economic growth to projects in the Council area with a view to maximising revenue 
whilst securing the economic, social, and environmental well-being of the Council area.  This company is classified as a Joint Venture in the Councils accounts 
and group accounts are prepared on this basis.  Please refer to the group accounts section of this document. 
 
The Related Party Transactions note give details on these entities. 
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Investment Property 
Investment properties are those that are used solely to earn rentals and/or for capital appreciation.  The definition is not met if the property is used in any way 
to facilitate the delivery of services or production of goods or is held for sale. 
 
Investment properties are measured initially at cost and subsequently at fair value, being the price that would be received to sell such an asset in an orderly 
transaction between market participants at the measurement date.  As a non-financial asset, investment properties are measured at highest and best use.  
Properties are not depreciated but are revalued annually according to market conditions at the year-end.  Valuations are in accordance with the professional 
standards of the Royal Institution of Chartered Surveyors: RICS Valuation – Global Standards.  Gains and losses on revaluation and on disposal are posted to 
the Financing and Investment Income and Expenditure line in the Comprehensive Income and Expenditure Statement. 
 
Rentals received in relation to investment properties are credited to the ‘Surplus/Deficit on trading undertakings not included in Cost of Services’ line and result 
in a gain for the General Fund Balance.  However revaluation and disposal gains and losses are not permitted by statutory arrangements to have an impact on 
the General Fund Balance.  The gains and losses are therefore reversed out of the General Fund Balance in the Movement in Reserves Statement and posted 
to the Capital Adjustment Account and (for any disposal proceeds greater than £10,000) the Capital Receipts Reserve. 
 
Where part of an investment property is replaced (i.e. subsequent capital expenditure), the carrying amounts of the parts replaced are de-recognised (where 
material) and the cost of replacement is recognised in the carrying value of the property. 
 

Leases 
Leases are classified as finance leases where the terms of the lease transfer substantially all the risks and rewards incidental to ownership of the property, 
plant or equipment from the lessor to the lessee.  All other leases are classified as operating leases.  Where a lease covers both land and buildings, the land 
and buildings elements are usually considered separately for classification. 
 
Authority as Lessor 
Operating Leases – Where the Council grants an operating lease over a property, the asset is retained in the Balance Sheet.  Rental income is credited to the 
relevant line in the Comprehensive Income and Expenditure Statement (i.e. Surplus/Deficit on trading undertakings).  Credits are made on a straight line basis 
over the life of the lease, even if this does not match the pattern of payments (eg. there is a rent free period). 
 
Finance leases – Where the Council grants a finance lease over a property, the relevant asset is written out of the Balance Sheet as a disposal.  At the 
commencement of the lease, the carrying amount of the asset in the Balance Sheet is written off to the Other Operating Expenditure line in the Comprehensive 
Income and Expenditure Statement as part of the gain or loss on disposal.  A gain, representing the Council’s net investment in the lease, is credited to the 
same line in the Comprehensive Income and Expenditure Statement also as part of the gain or loss on disposal (i.e. netted off against the carrying value of the 
asset at the time of disposal), matched by a lease (long term debtor) asset in the Balance Sheet.  Expected residual values of finance leases are reviewed 
every 5 years. 
 
Lease rentals receivable are apportioned between: 

 A charge for the acquisition of the interest in the asset - applied to write down the lease debtor (together with any premiums received); and 

 Finance income (credited to the Financing and Investment Income and Expenditure line in the Comprehensive Income and Expenditure Statement). 
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The gain credited to the Comprehensive Income and Expenditure Statement on disposal is not permitted by statute to increase the General Fund Balance and 
is required to be treated as a capital receipt.  Where a premium has been received, this is posted out of the General Fund Balance to the Capital Receipts 
Reserve in the Movement in Reserves Statement.  Where the amount due in relation to the lease is to be settled by the payment of rentals in future financial 
years, this is posted out of the General Fund Balance to the Deferred Capital Receipts Reserve in the Movement in Reserves Statement.  When the future 
rentals are received, the element for the capital receipt for the disposal of the asset is used to write down the lease debtor.  At this point the deferred capital 
receipts are transferred to the Capital Receipts Reserve. 
 
The written-off value of disposals is not a charge against council tax, as the cost of non-current assets is fully provided for under separate arrangements for 
capital financing.  Amounts are therefore appropriated to the Capital Adjustment Account from the General Fund Balance in the Movement in Reserves 
Statement. 
 

Overheads and Support Services 
The costs of overheads and support services are charged to service segments in accordance with the council’s arrangements for accountability and financial 
performance. 
 

Private Finance Initiative (PFI) 
PFI contracts are agreements to receive services, where the responsibility for making available the non-current assets needed to provide the service passes 
to the PFI contractor.  Breckland entered into a 33.5 year PFI contract for the provision of leisure management and facilities in December 2005.  Changes to 

the 2009 Statement of Recommended Practice resulted in the council re-examining its accounting treatment in the context of the International Financial 
Reporting Standards, and in particular under the interpretations from the International Financial Reporting Interpretations Committee and determining that the 
arrangement should be accounted for as a service concession arrangement within the scope of IFRIC 12.  
 
The annual unitary payment is split between lease payments, service & revenue expenditure and asset lifecycle costs.  The allocation of this unitary payment 
is estimated based on the terms of the payment mechanism in the PFI contract.  Therefore the annual unitary charge for each facility is allocated 50% to the 
lease payment and the remaining 50% to cover service & revenue costs and asset lifecycle costs.  The amounts are allocated between the two sites based on 
information in the operators’ model giving a split of 55% Thetford and 45% Dereham.  A mark up of 2% has been applied in order to estimate the fair value of 
the real maintenance and lifecycle services.  This mark up has been calculated as the difference between the total real costs (as per the operator model) and 
50% of the unitary charge (in real terms). 
Property used under the PFI contract is recognised as an asset on the Balance Sheet, with a related liability also recognised.  The fair value of the PFI assets 
at completion of construction was determined in reference to the construction costs disclosed in the operators’ financial model.  The existing buildings at the 
Thetford site have been included at their net book value at the relevant date.  Where the property is enhanced by the PFI operator, the fair value of the 
enhancement is recognised in the Balance Sheet of the Council.  A day 1 revaluation gain has been recorded in relation to the District Valuer (DV) valuation 
carried out at 1 April 2007.  Assets have been split between the Thetford and Dereham sites with the split of construction costs between the two centres being 
based on the assumption applied for unitary payments (55% Thetford and 45% Dereham).  The assets are depreciated on a straight line basis over the useful 
life of the asset as estimated by the valuer. 
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Capital lifecycle costs are treated as a prepayment amount (allocated on a straight line basis over the contract term).  When the capital improvement works are 
undertaken by the contractor (based on their financial model) the relevant amount of the capital expenditure will then be reclassified from prepayments to non-
current assets.  Assets are re-valued every 3 years as part of the Council’s rolling programme of valuations and the non-current asset values are updated as 
necessary (in line with the Property, Plant and Equipment Policy). 
 

Property, Plant and Equipment (PPE) 
Assets that have physical substance and are held for use in the production or supply of goods or services, for rental to others, or for administrative purposes 
and that are expected to be used during more than one financial year are classified as property, plant and equipment. 
 
Recognition 
Expenditure on the acquisition, creation or enhancement of Property, Plant and Equipment (PPE) is capitalised on an accruals basis, provided that it is probable 
that the future economic benefits or service potential associated with the item will flow to the Council and the cost of the item can be measured reliably.  
Expenditure that maintains but does not add to an asset’s potential to deliver future economic benefits or service potential (i.e. repairs and maintenance) is 
charged as an expense when it is incurred. 
A de-minimus level of £20,000 has been adopted for the inclusion of non-current assets in all categories with the exception of surplus land, which has no de-
minimus level, vehicles and equipment which have a de-minimus level of £10,000 and grant funding received which also has no de-minimus.   
 
Measurement 
Assets are initially measured at cost, comprising; the purchase price, any costs attributable to bringing the asset to the location and condition necessary for it 
to be capable of operating in the manner intended by management and (if applicable) the initial estimate of the costs of dismantling and removing the item and 
restoring the site on which it is located.   
 
Assets are then carried in the Balance Sheet using the following measurement bases: 

 Council Offices – current value, determined as the amount that would be paid for the asset in its existing use (existing use value – EUV) 

 Infrastructure, community assets and assets under construction – depreciated historical cost 

 Surplus Assets – fair value, estimated at highest and best use from a market participant’s perspective 

 All Other Assets – current value, determined as the amount that would be paid for the asset in its existing use (existing use value – EUV) 
 
Assets included in the Balance Sheet at current value are revalued sufficiently regularly to ensure that their carrying amount is not materially different from their 
current value at the year-end, but as a minimum every five years.  In practice assets are valued within a five year rolling programme but due to the grouping of 
classes of assets they are usually valued every three years.  Valuations are in accordance with the professional standards of the Royal Institution of Chartered 
Surveyors: RICS Valuation – Global Standards. 
Increases in valuation are matched by credits to the Revaluation Reserve to recognise unrealised gains.  Exceptionally, gains might be credited to the 
Comprehensive Income and Expenditure Statement where they arise from the reversal of a valuation loss previously charged to a service. 
Where decreases in value are identified, they are accounted for by: 

 Where there is a balance of revaluation gains for an asset in the revaluation reserve, the carrying amount of the asset is written down against that 
balance (up to the amount of the accumulated gains). 
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 Where there is no balance in the Revaluation Reserve or an insufficient balance, the carrying amount of the asset is written down against the relevant 
service line(s) in the Comprehensive Income and Expenditure Statement. 

The Revaluation Reserve contains revaluation gains recognised since 1 April 2007 only, the date of its formal implementation.  Gains arising before that date 
have been consolidated into the Capital Adjustment Account. 
 
Impairment 
Assets are assessed each year-end as to whether there is any indication that an asset may be impaired.  Where indications exist and any possible differences 
are estimated to be material, the recoverable amount of the asset is estimated and, where this is less than the carrying amount of the asset, an impairment loss 
is recognised for the shortfall. 
Where impairment losses are identified, they are accounted for by: 

 Where there is a balance of revaluation gains for an asset in the revaluation reserve, the carrying amount of the asset is written down against that 
balance (up to the amount of the accumulated gains). 

 Where there is no balance in the Revaluation Reserve or an insufficient balance, the carrying amount of the asset is written down against the relevant 
service line(s) in the Comprehensive Income and Expenditure Statement. 

Where an impairment loss is reversed subsequently, the reversal is credited to the relevant service line(s) in the Comprehensive Income and Expenditure 
Statement, up to the amount of the original loss, adjusted for depreciation that would have been charged if the loss had not been recognised. 
 
Depreciation 
Depreciation is provided for on all Property, Plant and Equipment assets by the systematic allocation of their depreciable amounts over their useful lives.  An 
exception is made for assets without a determinable finite useful life (i.e. freehold land) and assets that are not yet available for use (i.e. assets under 
construction).   
Depreciation is calculated on the following bases: 

 Buildings – straight line allocation over the useful life of the property as estimated by the valuer (ranges from 1 to 99 years) 

 Car Parks – straight line allocation over the useful life of the property as estimated by the valuer (ranges from 4 to 28 years) 

 Infrastructure – straight line allocation over the useful life of the property as estimated by the valuer (18.5 to 25 years) 

 Vehicles, plant, furniture and equipment – straight line method using internally assessed useful economic lives (ranges from 1 to 10 years) 
Revaluation gains are also depreciated, with an amount equal to the difference between current value depreciation charged on assets and the depreciation 
which would have been chargeable based on their historical cost being transferred each year from the Revaluation Reserve to the Capital Adjustment Account.  
 
Componentisation 
Where an item of PPE asset has major components whose cost is significant in relation to the total cost of the asset and whose useful life differs, the components 
are depreciated separately, unless the componentisation makes no material difference to the overall depreciation charge.  The following de-minimus levels 
have been set for componentisation of an asset (as the values are not considered significant in relation to componentisation): 

 Assets with a total cost of £100,000 or less will not be subject to componentisation 

 Any components with a cost of 10% or less of the total cost of the asset will not be componentised separately 
Componentisation is considered for new valuations, enhancement expenditure and acquisition expenditure carried out on or after 1 April 2010.  Where a 
component is replaced or restored (i.e. enhancement expenditure) the carrying amount of the old component shall be de-recognised before reflecting the 
enhancement. 
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The Council recognises the following levels of components: 

 Substructure 

 Superstructure 

 Internal services 

 External works 
Componentisation is not applicable to land as land is non-depreciable and is considered to have an infinite life. 
 
Disposals and Non-Current Assets Held for Sale 
When it becomes probable that the carrying amount of an asset will be recovered principally through a sale transaction rather than through its continuing use, 
it is reclassified as an Asset Held for Sale.  The asset is revalued immediately before reclassification and then carried at the lower of this amount and fair value 
less costs to sell.  Where there is a subsequent decrease to fair value less costs to sell, the loss is posted to the Other Operating Expenditure line in the 
Comprehensive Income and Expenditure Statement.  Gains in fair value are recognised only up to the amount of any previous losses recognised in the Surplus 
or Deficit in the Provision of Services.  Depreciation is not charged on Assets Held for Sale. 
If assets no longer meet the criteria to be classified as Assets Held for Sale, they are reclassified back to non-current assets and valued at the lower of their 
carrying amount before they were classified as held for sale; adjusted for depreciation or revaluations that would have been recognised had they not been 
classified as Assets Held for Sale, and their recoverable amount at the date of the decision not to sell. 
 
When an asset is disposed of or de-commissioned, the carrying amount of the asset in the Balance Sheet (whether PPE or Assets Held for Sale) is written off 
to Other Operating Expenditure in the Comprehensive Income and Expenditure Statement as part of the gain or loss on disposal. Any receipts from the disposal 
are credited to the same line in the Comprehensive Income and Expenditure Statement also as part of the gain or loss on disposal (i.e. netted off against the 
carrying value of the asset at the time of disposal).  Any revaluation gains accumulated for the asset in the Revaluation Reserve are transferred to the Capital 
Adjustment Account.   
 
Amounts received for disposal in excess of £10,000 are categorised as capital receipts, receipts below this amount are classed as revenue income.  The written-
off value of disposals is not a charge against Council Tax, as the cost of non-current assets is fully provided for under separate arrangements for capital 
financing.  Amounts are appropriated to the Capital Adjustment Account from the General Fund balance in the Movement in Reserves Statement. 
 
Depreciation, impairment losses and revaluations are not permitted to have an impact on the General Fund Balance, they are therefore reversed out of the 
General Fund Balance in the Movement in Reserves Statement and posted to the Capital Adjustment Account. 
 

Provisions and Contingent Assets/Liabilities 
Provisions are made where an event has taken place that gives the Council an obligation that will probably require settlement by a transfer of economic benefits 
or service potential and a reliable estimate can be made of the amount of the obligation, but where the timing of the transfer is uncertain. 
 
Provisions are charged as an expense to the appropriate service line in the Comprehensive Income and Expenditure Statement in the year that the Council 
becomes aware of the obligation, based on the best estimate at the Balance Sheet date of the likely settlement. When payments are eventually made, they are 
charged to the provision carried in the Balance Sheet.  Estimated settlements are reviewed at the end of each financial year – where it becomes less than 
probable that a settlement is required (or a lower settlement than estimated is made) the provision is reversed and credited back to the relevant service. 
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In the event that a possible liability (or asset) arises which may require settlement by a transfer of economic benefits, but the timing and amount of the transfer 
is uncertain and the obligation will only be confirmed by occurrence or otherwise of a future event, then this will not be recognised in the Balance Sheet, but will 
be shown in a note to the accounts as a contingent asset or liability. 
 

Reserves 
The Council sets aside specific amounts as reserves for future policy purposes or to cover contingencies. Reserves are created by appropriating amounts out 
of the General Fund Balance. When expenditure to be financed from a reserve is incurred, it is charged to the appropriate service in the year and is therefore 
included in the Surplus or Deficit on the Provision of Services in the Comprehensive Income and Expenditure Statement. The reserve is then appropriated back 
into the General Fund Balance so that there is no net charge against council tax for the expenditure. 
 
Certain reserves are kept to manage the accounting processes for non-current assets, financial instruments and retirement and employee benefits and do not 
represent usable resources for the Council. 
 

Revenue Expenditure Funded from Capital under Statute 
Expenditure incurred during the year that may be capitalised under statutory provisions but does not result in the creation of a non-current asset has been 
charged as expenditure to the relevant service in the Comprehensive Income and Expenditure Statement in the year.  Where the Council has determined to 
meet the cost of this expenditure from existing capital resources or by borrowing, a transfer in the Movement of Reserves Statement from the General Fund 
balance to the Capital Adjustment Account then reverses out the amounts charged so there is no impact on the level of council tax. 
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BRECKLAND DISTRICT COUNCIL 
 
Report of:  Rob Walker, Deputy Chief Executive   
 
To: Governance and Audit Committee, 10 February 2022 
 
Author: Alison Chubbock, Assistant Director Finance 
 
Subject:  Counter Fraud Corruption and Bribery Policy, Whistleblowing Policy and 

Money Laundering Policy 
 
Purpose: To review and approve the updated Counter Fraud Corruption and Bribery 

Policy, Whistleblowing Policy and Money Laundering Policy  
 

 
Recommendation(s):  
 
1) That the Counter Fraud Corruption and Bribery Policy is approved 
 
2) That the Whistleblowing Policy is approved 

 
3) That the Money Laundering Policy is approved 

 

 
1.0  BACKGROUND 
 
1.1 These policies are in place to protect the Council against fraud and corruption and money 

laundering and to provide accessible whistleblowing for staff, Members and our residents 
to raise any concerns they may have.  Any local government funds lost to fraud or 
corruption is a drain on resources which could otherwise be invested in our priorities. 
 

1.2 The attached policies were last fully reviewed and updated in 2019, in the interim period up 
to now they have been updated for small changes such as names and job titles as people 
and structures have changed.  This report and the associated appendices are the result of 
a full review which should be undertaken at least every 3 years. 

 
1.3 The policies have remained fairly similar in scope and coverage as the legal background 

has not changed significantly since 2019.  The main changes made are: 

 Changes to contact details for Officers and outside organisations 

 Cross referenced and updated for good practice to the CIPFA Combating Financial 
Crime 2020 Edition 

 Cross referenced and updated for good practice to Fighting Fraud and Corruption 
Locally, A Strategy for the 2020s produced by the LGA with support from other 
Local Government organisations and Local Authorities 

 
The policies have been updated in conjunction with Internal Audit and reviewed by 
managers, to ensure the fullest policy coverage. 

 
1.4 It is always difficult to gauge how well these policies have worked in the past as the focus 

is on prevention and identification of fraud and a whistleblowing policy which people are 
willing to use.  There is no data available to judge performance, however this review 
ensures that the policies remain up to date and focussed on the Council. 
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1.5 Once the policies have been approved, they will be promoted to staff regularly in order to 
ensure corporate awareness of the policies.  In addition, ARP have their own detailed 
training in these areas which is tailored directly to their areas of work. 

 
 The digital team will also be scheduling in future work to develop on-line forms for 

reporting for these policies, in order to make it simple and easy to access for both staff 
and residents where applicable.  This work will be scoped and implemented once the 
policies have been formally approved. 

 
2.0 OPTIONS 
 
2.1 To review and approve the; Counter Fraud Corruption & Bribery Policy; Whistleblowing 

Policy; and Money Laundering Policy. 
 
2.2 To review and approve with enhancements the; Counter Fraud Corruption & Bribery Policy; 

Whistleblowing Policy; and Money Laundering Policy. 
 
3.0 REASONS FOR RECOMMENDATION(S) 
 
3.1  To reflect changes to the working environment by refreshing the policies and thereby 

ensuring that appropriate up to date arrangements are in place. 
 
4.0 EXPECTED BENEFITS 
 
4.1  To encourage the prevention and identification of fraud and corruption, to raise awareness 

and to provide a confidential reporting process  
 
5.0 IMPLICATIONS 
 
 In preparing this report, the report author has considered the likely implications of the 
 decision - particularly in terms of Carbon Footprint / Environmental Issues; 
 Constitutional & Legal; Contracts; Corporate Priorities; Crime & Disorder; Equality & 
 Diversity/Human Rights; Financial; Health & Wellbeing; Reputation; Risk  Management; 
 Safeguarding; Staffing; Stakeholders/Consultation/Timescales; Transformation Programme; 
 Other. Where the report author considers that there may be implications under one or more 
 of these headings, these are identified below. 
 
5.5 Crime and Disorder  
5.5.1 By reducing the risk of fraud, corruption and money laundering, the Council can help reduce 

the risk of crime. 
 
5.9 Risk Management  
5.9.1 Appropriate and effective whistleblowing arrangements will help reduce the risk of fraud, 

corruption and money laundering. 
 
5.12 Stakeholders / Consultation / Timescales 
5.12.1 In updating these policies we have consulted with Internal Audit, the Corporate 

Management Team and Anglia Revenues Partnership. 
 
6.0 WARDS/COMMUNITIES AFFECTED 
 
6.1 N/A. 
 
7.0 ACRONYMS  
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7.1 N/A 
 

Background papers:- See The Committee Report Guide for guidance on how to complete 
this section 

 
Lead Contact Officer 
Name and Post:  Alison Chubbock, Assistant Director Finance 
Telephone Number: 07967 325037 
Email: alison.chubbock@breckland.gov.uk 
 
Key Decision:   
 
Exempt Decision: No 
 
This report refers to Mandatory and Discretionary Services 
 
Appendices attached to this report:  
Appendix A 
Appendix B 
Appendix C 

Counter Fraud Corruption & Bribery Policy 
Whistleblowing Policy 
Money Laundering Policy 
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Introduction  
 
FRAUD is defined by the Chartered Institute of Public Finance and Accountancy as ‘any 
intentional false representation, including failure to declare information or abuse of position 
that is carried out to make gain, cause loss or expose another to the risk of loss’. The term 
“fraud” is used to describe many acts such as deception, bribery, forgery, extortion, 
misappropriation, blackmail, corruption, theft, false representation, conspiracy or the 
covering up of material facts and collusion. By using deception, a fraudster can obtain an 
advantage, avoid an obligation or cause loss to another party.  
 
The Fraud Act 2006 identifies three criminal offences: 

 false representation 

 failure to disclose information 

 abuse of position 
 
CORRUPTION is defined in the English Oxford Disctionary as ‘dishonest or fraudulent 
conduct by those in power, typically involving bribery’. It has also been described as 
ðishonesty and illegal behaviour by people in positions of authority or power’.  “Corruption” is 
the deliberate misuse of your position for direct or indirect personal gain and includes 
offering, giving, requesting or accepting a bribe or reward, which influences your actions or 
the actions of someone else. 
 
BRIBERY applies to both individuals and the Council as a corporate body.  Bribery includes 
promising or giving a financial or other advantage, agreeing to receive or accepting a 
financial or other advantage and failing to prevent bribery. 
 
THEFT is where someone steals cash or other property. A person is guilty of “theft” if they 
dishonestly take property belonging to someone else and have no intention of returning it. 
We are committed to the highest possible standards of openness, probity, honesty, integrity 
and accountability. We expect all staff, Councillors and partners to apply these standards 
which are included in our codes of conduct.  
 
We will seek to deter and prevent fraud, corruption and theft to ensure that all risks in these 
areas are reduced to the lowest level possible. Where we suspect or detect fraud, corruption 
or theft we will thoroughly investigate and deal with any proven fraud in a consistent and 
balanced way. We will apply appropriate sanctions against those committing fraud and will 
attempt to recover all losses. 

 
Scope – Policy Aim 
 
The key objectives of this policy are to: 

 Increase staff and Member awareness of the corporate counter fraud culture which the 
Council actively supports 

 Create an environment to encourage individuals to promptly report suspicions of 
fraudulent or corrupt behaviour. 

 Communicate to partners, suppliers, contractors, council owned/part owned companies 
and other organisations that interact with the Council that it expects them to maintain 
standards aimed at minimising fraud and corruption in their dealings with the Council. 

 Demonstrate the arrangements that the Council has in place to counter fraud and 
corruption. 

 Minimise the likelihood and extent of losses through fraud and corruption. 
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This policy applies to: 

 Breckland Council Councillors 

 All Breckland Council staff (including Capita staff, shared officers, volunteers and officers 
providing services to and on behalf of the Council) 

 Council partners, contractors, suppliers, council owned/part owned companies and 
consultants 

 Any member of the public 

 
Executive Summary 
 
Breckland Council is wholly opposed to all forms of fraud, corruption, theft or bribery. We will 
take appropriate action against anyone who attempts to defraud the Council, whether they 
are our own employees or Councillors, external organisations or members of the public. 
Personal data will be used within lawful purposes, as detailed within the Council's Privacy 
Policy and Finance's Privacy Notice on our website.  Failure by any employee to comply with 
the procedures set out in this Policy may lead to disciplinary action being taken against 
them. Any disciplinary action will be dealt with in accordance with Breckland Council’s 
Disciplinary Policy and Procedure. 
 
To deliver the aims of this policy we will: 

 Accurately identify the risk of fraud 

 Create and maintain a strong counter fraud culture 

 Take action to deter, prevent and detect fraud, investigate and apply sanctions and seek 
redress where fraud is proven  

 Record and report our outcomes to either Anglia Revenues Partnership Joint Committee 
or Governance and Audit Committee if applicable 

 
Procedure Consultation and Consideration 
 

The Council’s Corporate Management Team and Governance and Audit Committee. 

Policy Statement 
 
1. The Policy  
The Council is committed to preventing and detecting all forms of fraud, corruption, theft and 
bribery.  We will take action against anyone who attempts to defraud the Council, whether 
they are our own employees or Councillors, external organisations or members of the public. 
The Council's Vision is A Place where People and Business can Thrive. We recognise our 
duty to provide value for money quality services to the community and expect all our 
Councillors and staff to lead by example, working to the highest standards and safeguarding 
the public resources they are responsible for. We will adopt a risk based approach to 
eradicating fraud, corruption, theft and bribery and promote zero tolerance, and use tools 
identified in the local government Fighting Fraud and Corruption Locally. 

  
2. What we mean by Fraud, Corruption and Bribery 
This policy outlines our approach to eradicating fraud, corruption, theft and bribery. 
Throughout this policy, these terms include (but are not limited to): 

 Deliberately falsifying substituting or destroying records for personal gain 

 Falsifying time worked, misusing our agile working policy or falsifying mileage claims 

 Failure to declare an interest 

 Intentional breaches of financial regulations and procedures 

 The offer, giving or acceptance of inducements to influence action or decisions by the 
Council 

 Selling Council equipment inappropriately 
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 Abuse of position as an employee to benefit friends, family or others 

 Use of deception with the intention of obtaining an advantage, avoiding an obligation or 
causing loss to another party 

 Theft of funds, services or assets from the Council or its partners 

 Evading liability for payment 

 Working whilst on sick leave 

 The act of attempted fraud will be treated as seriously as actual fraud. 
 
The Bribery Act 2010 makes it possible for senior officers to be convicted where they are 
deemed to have given their consent or tacit approval in giving or receiving a bribe. It also 
created the corporate offence of “Failing to prevent bribery on behalf of a commercial 
organisation.” To protect itself against the corporate offence the Act also requires 
organisations to have “adequate procedures in place to prevent bribery.” This policy 
statement, the Member and officer codes of conduct and the Whistleblowing Policy are 
designed to meet that requirement. 
 

Stakeholder Specific Responsibilities 

Chief Executive Accountable for the Council's overall arrangements including 
the procedures and effectiveness of the Council's 
arrangements for countering fraud and corruption 

Monitoring Officer Advise Councillors and Officers on ethical issues, standards 
and powers to ensure that the Council operates within the law 
and statutory Codes of Practice. To promote, monitor and 
enforce probity and high ethical standards within the District 
Council and Town and Parish Councils within the district of 
Breckland 

Section 151 Officer To ensure the Council has adopted and implemented an 
appropriate Anti-Fraud policy and that the Council has access 
to effective audit and fraud services 

Governance and 
Audit Committee 

To monitor the Council’s policies and consider the 
effectiveness of the arrangements for Countering Fraud and 
Whistleblowing 

Members To comply with the Members Code of Conduct, to support 
and promote a strong counter fraud culture and to report 
genuine concerns accordingly 

Directors The Directors are responsible for the Council’s arrangements 
to manage risk.  To champion and promote a strong counter 
fraud culture and to report genuine concerns accordingly 

External Audit Statutory duty to ensure that the Council has in place 
adequate arrangements for the prevention and detection of 
fraud, corruption and theft 

Internal Audit Provide resources to implement the Council's counter fraud 
policy and for the prompt investigation of suspected fraud and 
irregularities. To ensure that action is taken to improve 
controls and reduce the risk of fraud 

Managers Identify the risks to which systems, operation and procedures 
are exposed; developing and maintaining effective controls to 
prevent and detect fraud; ensuring controls are complied with. 
Notify the Section 151 Officer immediately of any suspected 
fraud, irregularity, improper use or misappropriation of the 
Council's property or resources. Pending investigation and 
reporting, taking all necessary steps to prevent further loss 
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and to secure records and documentation against removal or 
alteration 

Staff To comply with Council policies and procedures, to be aware 
of the possibility of fraud, corruption and theft, and to report 
any concerns immediately to their manager or the Section 
151 Officer 

ARP Fraud Team To provide an effective and efficient fraud service for the 
Council 

Public, Partners, 
Suppliers and 
Contractors 

To be aware of the possibility of fraud and corruption against 
the Council and report any concerns or suspicions 

 
3. Our Approach 
We will fulfil our responsibility to reduce fraud and protect our resources by a strategic 
approach consistent with that outlined in the local government Fighting Fraud and Corruption 
Locally.  The five key themes are Govern - Acknowledge - Prevent - Pursue - Protect: 

 
 

GOVERN 

Those Charged with 
Governance 

The Corporate and Senior Management Teams of the 
Council will support and lead the counter fraud corruption 
and bribery activity 

Robust Arrangements The Council will ensure robust arrangements are in place 
and communicated to embed counter fraud corruption and 
bribery measures throughout the Council 

 

ACKNOWLEDGE 

Committing Support The Council will have commitment to tackling the fraud 
threat.  We have robust whistle blowing procedures which 
support those who come forward to report suspected fraud.  
All reports will be treated seriously and acted upon.  We will 
not, however, tolerate malicious allegations. 
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Assessing and 
Understanding Risks 

We will continuously assess those areas most vulnerable to 
the risk of fraud in conjunction with our Risk Management 
arrangements and risk based Internal Audit reviews.  
Through these assessments we can understand how fraud 
affects the Council and what we can do about it. 

Robust Response Internal Audit and ARP Fraud Team will work with managers 
and policy makers to ensure new and existing systems and 
policy initiatives are adequately fraud proofed. 

 

PREVENT 

Better Use of 
Information & 
Technology 
Working with Others 

We will make greater use of data and analytical software to 
prevent and detect fraudulent activity.  We will look for 
opportunities to share data and fraud intelligence to increase 
our capability to uncover potential and actual fraud. 

Anti-Fraud Culture We will promote and develop a strong counter fraud culture, 
raise awareness and provide information on all aspects of 
our counter fraud work.  This will include publicising the 
results of all proactive work, fraud investigations, successful 
sanctions and any recovery of losses due to fraud. 

 

PURSUE 

Fraud Recovery A crucial element of our response to tackling fraud is 
recovering any monies lost through fraud – this is an 
important part of our strategy and will be rigorously pursued, 
where possible. 

Punishing Fraudsters We will apply realistic and effective sanctions for individuals 
or organisations where an investigation reveals fraudulent 
activity.  This may include legal action, criminal and/or 
disciplinary action, where appropriate. 

Enforcement Appropriately trained investigators will investigate any fraud 
detected through the planned proactive work, cases of 
suspected fraud referred from internal or external 
stakeholders or received via the whistle blowing 
arrangements. 

 

PROTECT 

Recognise We recognise the harm which fraud can cause to victims and 
our community and our policy aims to protect against 
becoming victims of fraud corruption and bribery. 

Public Funds The policy will support protecting the public funds by 
protecting the Council against fraud and future frauds 
(including cybercrime). 

 
 

Implementation 
 
Service Managers are responsible for making sure that all staff are familiar with the content 
of this policy. Under its terms of reference it is the role of the Governance and Audit 
Committee to review the Council procedures, incidences and actions for handling allegations 
from whistle blowers, and Counter fraud corruption and bribery policy. The Section 151 
Officer is responsible for making sure that the Council has control systems and measures in 
place and is accountable for the implementation of this policy. There is a source of support 
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for the detection and prevention of Fraud under the Council's Internal Audit Contract. 
Communication plans and training are very important in highlighting awareness and 
Management Team and Service Managers have a key role to play in making sure this 
happens. 
 
Reporting concerns of Fraud, Corruption and Bribery 
 
Anyone who has a concern that a potential incident of fraud, corruption or bribery has arisen 
should always attempt to raise these concerns at the earliest opportunity.  The Council 
acknowledges that this can be difficult and challenging to do in some cases and the 
Whistleblowing Policy has been established in order to provide those raising concerns with a 
safe avenue with which to do so.  It also offers sources of advice and guidance that they 
may turn to.  The Whistleblowing Policy can be found on the Councils intranet and internet 
sites.  In addition, Appendix 1 to this policy provides details of the Council’s Whistleblowing 
contacts. 

 
Monitoring 
 
This policy is to be reviewed at least every 3 years (or more frequently if required by 
changes to statutory legislation).  Prior to any approval, the following parties shall be 
consulted: 

 The Council’s Corporate Management Team  

 The Governance and Audit Committee 
 
On an annual basis, the policy shall be reviewed by the Internal Audit Consortium Manager 
and Section 151 Officer to ensure that details remain relevant and up to date.  This review 
will not require re-endorsement of the policy. 
 
The policy will be also monitored in the following ways: 

MONITORING ACTIVITY PERSON RESPONSIBLE 

Incidence of fraud Section 151 Officer and either Anglia 
Revenues Partnership Joint Committee or 
Governance and Audit Committee  

Annual Governance Statement Corporate Management Team and 
Governance and Audit Committee 

Annual returns Section 151 Officer 

 

Related Policies and Strategies 
 
Whistle blowing – Confidential Reporting Code 
Anti-money Laundering Policy 
Members’ Code of Conduct 
ICT Security Policy 
Financial Regulations 
ARP Fraud Policies 
Officers’ Code of Conduct 
 

Appendices 
 
Appendix 1 – Contacts for Whistle blowing  
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Appendix 1 
 

Contacts for Whistleblowing 
 
Chief Executive Chief.executive@breckland.gov.uk 

01362 656870 
 

Deputy Chief Executive         
(Monitoring Officer) 

Rob Walker 
Rob.Walker@breckland.gov.uk 
01362 656870 
 

Executive Director Jason Cole 
Jason.cole@breckland.gov,uk 
01362 656870 
 

Executive Director  Steve James 
Stephen.james@breckland.gov.uk 
01362 656870 
 

S151 Officer Alison Chubbock 
Alison.chubbock@breckland.gov.uk 
01362 656870 
 

Head of Internal Audit Faye Haywood 
faye.haywood@southnorfolkandbroadland.gov.uk 
07568 553168 
 

Human Resources Manager Susie Bangs 
susie.bangs@breckland.gov.uk 
01362 656870 
 

The Fraud Officer 
For raising suspicions concerning 
Council Tax and Housing Benefits 
Fraud 

The Fraud Team 
reportingfraud@angliarevenues.gov.uk 
01842 756516 
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Introduction  
 
What is Whistle blowing? 
Whistle blowing is the raising of a significant concern.  These concerns may cover issues of 
fraud, misconduct, or illegality, and this policy is designed to ensure that people know how to 
raise a genuine concern, and can do so in the knowledge that they will not face reprisal for 
their action. 
 
The Whistleblowing commission, established in 2013 by the then whistleblowing charity 
Public Concern at Work (PCaW) now named ‘Protect’, is a charity which provides 
independent advice and information on whistle blowing. They draw the following distinction 
between whistle blowing and pursuing a complaint: 
“When someone blows the whistle they are raising a concern about danger or illegality that 
affects others (e.g. customers, members of the public, or their employer). The person 
blowing the whistle is usually not directly, personally affected by the danger or illegality. 
Consequently, the whistle blower rarely has a personal interest in the outcome of any 
investigation into their concern - they are simply trying to alert others. For this reason, the 
whistle blower should not be expected to prove the malpractice. He or she is a messenger 
raising a concern so that others can address it.” 
 
What is the purpose of the Whistle blowing Policy? 
Employees, Councillors and others who deal with the Council may be the first to spot things 
that may be wrong or inappropriate within the Council. However, they might not say anything 
because they think this would be disloyal, or they might be concerned that their suspicions 
are unjustified or might turn out to be so after enquiry. They may also be worried that they or 
someone else might be victimised, or are unclear with whom to raise their concern. 
 
Members of the public may also have concerns, but be unsure how and when to express 
them.  
 
Breckland Council has produced this Whistle Blowing Policy to help:  

 Councillors 

 employees (including temporary and agency staff)  

 others with whom the Council has dealings (e.g. contractors, partners, suppliers and 
voluntary organisations), and  

 members of the public  
to understand how and when to contact the Council with their concerns. 
 
The Council is committed to maintaining an open culture with the highest standards of 
honesty and accountability. It takes all inappropriate behaviour very seriously and is 
committed to investigating any genuine concerns raised. 
 
This policy aims to ensure that any concerns can be raised with confidence and without any 
worry on the part of the whistle blower about being victimised, discriminated against or 
disadvantaged in any way as a result. 

 
Scope – Policy Aim 
 
The policy aims to: 

 encourage you to feel confident in raising serious or sensitive concerns about 
inappropriate behaviour and to question and act upon concerns 

 provide avenues for you to raise those concerns and receive feedback on any action 
taken 
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 ensure that you receive a response to your concerns and that you are aware of how 
to pursue them if you are not satisfied 

 reassure you that you will be protected from possible reprisals or victimization if you 
have a reasonable belief that you have raised any concern in good faith 

 
This policy applies to: 

 Breckland Council Councillors 

 All Breckland Council staff (including Capita and officers providing services to and on 
behalf of the Council) 

 Council partners, contractors, suppliers, council owned/part owned companies and 
consultants 

 Breckland residents and any other members of the public 

 
Executive Summary 
 
The aim of this policy is to maintain a working environment where people, whether they are 
employees of the Council, suppliers, contractors, Councillors or private individuals co-opted 
on to committees of the Council are able to raise concerns where they think there is 
misconduct or malpractice, and to know that their concerns will be taken seriously and 
investigated. The policy is intended to give confidence to employees to whistle blow and, as 
such, it incorporates statutory provision for protection under the Public Interest Disclosure Act 
1998. Members of the public may also have concerns. That is why we have produced this 
whistle blowing policy not only to help our staff but we have published this document on our 
website to enable the public to also contact us with their concerns.  Personal data will be used 
within lawful purposes, as detailed within the Council's Privacy Policy and Finance's Privacy 
Notice on our website. 

 
Procedure Consultation and Consideration 
 

The Council’s Corporate Management Team and Governance and Audit Committee. 

Policy Statement 
 
1. Policy Coverage 
What types of concern are covered by the policy? 
This policy is intended to deal with serious or sensitive concerns about inappropriate 
behaviour.  The Public Interest Disclosure Act 1998 outlines that a “protected” disclosure of 
a concern is one which demonstrates one or more of the following:    

 A criminal offence has been or is being committed, or is likely to be committed 

 Disclosures related to a miscarriage of justice 

 A failure to comply with a legal obligation 

 The endangering of an individual’s health and safety  

 Unnecessary dangers to the environment (for example, by pollution)  

 Deliberate concealment of information relating to any of the above. 
 

Beyond the legal context above, the Council would encourage employees, members of the 
public, and any other interested parties to raise any significant concerns that they may have, 
as soon as they are reasonably aware of them.  These concerns could be about any aspects 
of the Council’s activities, e.g. with reference to Council employees, Members, or suppliers 
acting on behalf of the Council, and relate to issues that are either occurring now or likely to 
happen in the future. 
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What is not covered by the Policy? 
The Council has a number of policies and procedures to address other matters, for example:  

 Employees’ complaints about their terms and conditions of employment. These matters 
are dealt with through the Grievance Policy and Procedure.  

 Instances of bullying and harassment of Council’s employees are dealt with through the 
Officers Code of Conduct. 

 Complaints from members of the public about the Council’s services. These are dealt 
with through the Council’s Complaints Procedure. 

 Concerns with reference to Members should be referred to the Monitoring Officer 
 
This policy is not designed to question financial or business decisions taken by the Council 
nor may it be used to reconsider any matters that have already been addressed under the 
harassment, grievance, disciplinary or complaints procedures. 
 
2. Safeguards 
Protecting the Whistle Blower 
In accordance with the Public Interest Disclosure Act 1998, Breckland Council undertakes to 
protect, as best it can, an employee who blows the whistle from personal claims, 
victimisation, harassment or bullying as a result of his or her disclosure.  This assurance is 
not extended to someone who maliciously raises a matter they know is untrue; such 
instances may be subject to the Council’s disciplinary procedures.   
 
Any employee or Councillor taking any reprisal or similar action against a whistle blower 
because he or she has made a protected disclosure under this policy will be subject to 
disciplinary action by the Council. 
 
The Council will, at the request of the whistle blower, keep the nature of concerns 
confidential. It will not reveal names or positions without permission, unless it has to by law, 
or an enquiry results in a criminal investigation in which the whistle blower might be required 
as a witness. Whistle blowers should be aware, however, that the fact that enquiries are 
being made might, of itself, result in their identity becoming known.  Where possible, the 
Council will make you aware if your identity is likely to be compromised through 
investigation. 
 
All these matters will be explained at the time a concern is raised so the whistle blower can 
decide whether or not to proceed. The Council will also keep the whistle blower informed if 
the situation significantly changes. 
 

Anonymous Allegations 
The Council encourages whistle blowers to give their name when making an allegation. It will 
do all it can to protect the whistle blower. Concerns raised anonymously tend to be far less 
effective and if, for example, the Council does not have enough information, it may not be 
able to investigate the matter at all.  
 
Also, from a practical point of view, it is impossible to provide protection to a person whose 
identity is unknown and more difficult to judge whether the concern is made in good faith or 
maliciously. 
 
If whistle blowers feel that they cannot give their name, the Council will make a judgement 
on whether or not to consider the matter depending upon such things as: 

 the seriousness of the issue  

 whether the concern is believable; and  

 whether it can carry out a sufficient investigation based on the information provided  
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Assurances to third parties 
The assurances provided to employees raising concerns cannot be given in the same way to 
third parties.  For example, the Council cannot guarantee protection to employees of third 
party (contractor) organisations.  However, we expect that all contractors are aware of the 
Council’s whistle blowing procedures, and act in accordance with these. 
 
Further, with regard to members of the Public, whilst they are not afforded statutory 
protection in the same way as employees, the Council is committed to treating all citizens 
fairly.  Raising a concern under this policy will not affect the rights of any council citizens as 
set out within the Council’s Constitution.   
 

Untrue Allegations 
If a whistle blower makes an allegation which they believe is true, but it is not confirmed by 
an investigation, the Council will not take any action against them. 
However, if a whistle blower makes a deliberately false vexatious or malicious allegation 
which they know is untrue, the Council will take appropriate disciplinary or legal action 
against them. Allegations of this nature are not protected by the Public Interest Disclosure 
Act 1998. 
 
3. How to raise a Concern 
Guidance for Members of the Public, Contractors, Councillors and Partners 
Members of the Public, Contractors and Councillors and those involved with partner 
organisations who suspect a Council Employee, another Councillor, Organisational Partners 
or other Contractors (in their dealings with the Council) of impropriety or illegality should 
contact one of the following: 

 The Chief Executive 

 Any Director 

 The S151 Officer 

 The Monitoring Officer  

 Head of Internal Audit 
 
If your concern relates to one of the above officers, you should contact Ernst & Young, as 
the Council’s External Auditor.  
 
All contact details are included within Appendix 1 of this policy. 
 

Guidance for Employees 
Whistle blowers should not attempt to investigate any concern themselves, but raise their 
concern using one of the avenues shown below. 
 
A Council employee should first raise a concern with their manager. Guidance to employees 
on how to proceed is contained in the document “Guidance for employees -  How to react to 
concerns of inappropriate behaviour” – see Appendix 2. 
 
Guidance to managers on how to deal with a concern is contained in the document 
“Guidance for Managers – How to react to concerns of inappropriate behaviour” – see 
Appendix 3.  
 
If the employee feels that it is inappropriate to raise a concern with their manager given the 
person involved and/or the seriousness or sensitivity of the matter, contact should be made 
with one of the following officers 

 The Chief Executive 

 Any Director 
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 Officers in the Council’s Corporate Management Team 

 The S151 Officer 

 HR Manager 

 Legal Services Manager 

 Head of Internal Audit 
 
If your concern relates to any of the Officers above, this should be referred to the Chief 
Executive.  If your concern relates to the Chief Executive, then this matter can be raised with 
the Leader of the Council (or the Deputy Leader of the Council if the Leader is unavailable) 
or Ernst & Young, as the Council’s External Auditors. 
 
Whistle blowers are encouraged to raise concerns promptly and where possible in writing, 
giving as much information as possible, such as relevant background, names, dates, places 
and the reason for their concern. However, concerns can be raised by telephone or by 
meeting the appropriate officer. The earlier a concern is raised, the easier it will be to take 
effective action. 
 
Although it will not be necessary to prove beyond doubt that an allegation is true, a whistle 
blower will be expected to demonstrate that there are reasonable grounds for voicing their 
concern. 
 
Any whistle blower will be asked to declare any personal interest they may have in the 
concern being raised. 
 
The Council has developed procedures as to how whistle blowing concerns should be 
reviewed and investigated.  It is recommended that anyone who raises a concern refers to 
these to identify the next course of action that will be taken in response to the issue raised.   
 
In matters concerning the health, safety and welfare of those on our premises (whether 
members of staff, contractors or visitors) anyone, including an elected safety representative, 
who becomes aware of a hazard (actual or potential) or dangerous occurrence should 
immediately notify the Health and Safety Advisor, before contacting any outside body, to 
ensure that immediate action can be taken if necessary to deal with the hazard. Contact can 
be made by telephone, email or the sending of a written report as appropriate to the 
situation. 
 

Sources of support for the whistle blower 
People who do not work for the Council might want to discuss their concern with a friend or 
colleague first. They may then find it easier to raise a concern if others share the same 
experiences or concerns. 
 
For employees who are members of a union, trade union representatives can give general 
support and advice, or act on their behalf if this would help. This could be useful, particularly 
if the employee wishes to remain anonymous, to the extent that is possible. 
 
The Council will encourage the trade unions to support any member of staff who raises a 
concern with them. 
 
The Council further welcomes any member of staff to consult with Protect (previously PCaW) 
if they are not sure about whistle blowing.  Protect are an independent charity who provide 
confidential support and advice to whistle blowers through a telephone helpline and the 
internet.  Further details for Protect are included in Appendix 1. 
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Raising issues with an external party 
Concerns are most readily addressed where they are raised internally in the first instance.  
However, there may be situations where you feel it is inappropriate to raise the concern 
internally, or unable to do so.  Alternatively, you may have already raised a concern and are 
dissatisfied with the outcome.  In these situations, there are a number of other parties to 
whom you may turn: 

 Relevant Regulatory Organisations (e.g. the Environment Agency, Health and Safety 
Executive or Local Government Ombudsman) 

 The Police (where a criminal matter is involved) 

 Protect 
Contact details for all parties are included within Appendix 1. 
 
Before consulting an external party, the Council recommends that the whistle blower seeks 
independent legal advice (disclosure to a legal advisor is protected by law).  The law most 
readily protects disclosures that are seen to be “reasonable”, i.e. disclosures that are made 
within the Council, or to an appropriate regulator at an early stage.  If the matter is taken 
outside of the Council, the whistle blower should ensure they do not disclose information 
about a third party that may be covered by a duty of confidentiality (e.g. commercially 
sensitive information or personal, private data). 

 
Withdrawing your Allegation 
You have the right to withdraw any allegation previously made under this policy and 
procedure.  You should think very carefully before taking this course of action, bearing in 
mind an investigation may have started and you may need to explain this change of 
decision.  If it considered appropriate, despite the complainant withdrawing the allegation, 
the investigation of the allegation may continue if it is deemed necessary. 

 
How the Council will Respond 
Appendix 4 gives details on how the Council will respond to concerns raised under this 
Whistleblowing policy. 
 
 

Implementation 
 
Responsible Officer for Whistle Blowing 
The Council’s Monitoring Officer is the Senior Officer in the Council who can take an 
independent view of any concerns raised.   
 
All concerns raised will be handled in line with the Whistle blowing Procedural Guidance. 
 
Responsibility for the Whistle Blowing Policy 
All concerns raised and the outcomes will be reported to the Governance and Audit 
Committee annually in a form that does not endanger confidentiality. 

 
Monitoring 
 
This policy is to be reviewed at least every 3 years (or more frequently if required by 
changes to statutory legislation).  Prior to any approval, the following parties shall be 
consulted: 

 The Council’s Corporate Management Team  

 The Governance and Audit Committee 
 
On a regular basis, Appendix 1 of the policy, which provides details of the key parties 
responsible for whistleblowing, shall be reviewed by the Internal Audit Consortium Manager 
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and Section 151 Officer to ensure that details remain relevant and up-to-date.  This review 
will not require re-endorsement of the policy. 
 

Related Policies and Strategies 
 
Counter Fraud, Corruption and Bribery Policy 
Members’ Code of Conduct 
ICT Security Policy 
Financial Regulations 
ARP Fraud Policies 
Officers’ Code of Conduct 
 

Appendices 
 
Appendix 1 – Contacts for Whistle blowing 
Appendix 2 – Guidance for Employees 
Appendix 3 – Guidance for Managers 
Appendix 4 – How the Council Will Respond 
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Appendix 1 
 

Contacts for Whistleblowing 
 
Chief Executive Chief.executive@breckland.gov.uk 

01362 656870 
 

Deputy Chief Executive         
(Monitoring Officer) 

Rob Walker 
Rob.Walker@breckland.gov.uk 
01362 656870 
 

Executive Director Jason Cole 
Jason.cole@breckland.gov,uk 
01362 656870 
 

Executive Director  Steve James 
Stephen.james@breckland.gov.uk 
01362 656870 
 

S151 Officer Alison Chubbock 
Alison.chubbock@breckland.gov.uk 
01362 656870 
 

Head of Internal Audit Faye Haywood 
faye.haywood@southnorfolkandbroadland.gov.uk 
07568 553168 
 

Human Resources Manager Susie Bangs 
susie.bangs@breckland.gov.uk 
01362 656870 
 

The Fraud Officer 
For raising suspicions concerning 
Council Tax and Housing Benefits 
Fraud 

The Fraud Team 
reportingfraud@angliarevenues.gov.uk 
01842 756516 
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Raising Concerns Externally 

Protect- www.protect-advice.org.uk 
 
For support with how to raise concerns, 
and action to take 

Protect 
The Green House 
244-254 Cambridge Heath Road 
London 
E2 9DA 
020 3117 2520 
whistle@protect-advice.org.uk 
 

External Audit 
For issues relating to financial probity and 
governance including the proper conduct 
of public business, value for money, fraud 
and corruption in relation to the provision 
of centrally funded public services 

The Comptroller and Auditor General  
National Audit Office   
157-197 Buckingham Palace Road   
Victoria   
London  SW1W 9SP   
020 7798 7999 
https://www.nao.org.uk/contact-
us/whistleblowing-disclosures/ 
 

The Local Government Ombudsman 
www.lgo.org.uk 
The Commission for Local Administration 
in England 
For Complaints against Councils – will 
cover all complaints 

PO Box 4771 
Coventry 
CV4 0EH 
0300 061 0614 
 

Norfolk Constabulary 
 
For all breaches of the law (except as 
noted below) 

Operations and Communications 
Centre 
Jubilee House 
Falconers Chase 
Wymondham 
NR18 0WW 
101 

Serious Fraud Office 
www.sfo.gov.uk 
 
Fraud and Corruption issues 

2-4 Cockspur Street 
London 
SW1Y 5BS 
020 7239 7272 
Public.enquiries@sfo.gsi.gov.uk 

National Crime Agency – 
www.nationalcrimeagency.gov.uk 
 
For Money Laundering Issues 

Units 1-6 Citadel Place 
Tinworth Street 
London 
SE11 5EF 
0370 496 7622 
communication@nca.x.gsi.gov.uk 

The Health and Safety Executive – 
www.hse.gov.uk 
 

Rosebery Court 
2nd Floor 
St Andrews Business Park 
Norwich 
NR7 0HS 
0300 003 1647 
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The Environment Agency – 
https://www.gov.uk/government/organisati
ons/environment-agency 
 
For environmental crimes 

National Customer Contact Centre 
PO Box 544 
Rotherham 
S60 1BY 
03708 506 506 

 
Appendix 2 

GUIDANCE FOR EMPLOYEES 
HOW TO REACT TO CONCERNS OF INAPPROPRIATE BEHAVIOUR 

 
The action you take when you suspect inappropriate behaviour may have happened, 
or be about to happen, can be crucial.  Inappropriate behaviour is described in the 
Council’s Whistle Blowing Policy as: 

 Any criminal offence, particularly fraud or corruption  

 Unauthorised use of Council money  

 A failure to comply with a legal obligation 

 The endangering of an individual’s health and safety  

 Unnecessary dangers to the environment (for example, by pollution)  

 A person abusing their position for any unauthorised use or for personal gain  

 A person deliberately not keeping to a Council policy or an official code of 
practice (e.g. the Council’s Counter Fraud Strategy, the Employees’ or Members’ 
Code of Conduct) 

 A person failing to meet appropriate professional standards  

 Deliberate concealment of information relating to any of the above. 
 
Following these simple rules should help the Council in carrying out enquiries into 
any concerns you have. 
 
DO  

 Make an immediate note of your concerns. 
Note all relevant details, such as what was said in telephone or other conversations, 
the date, time and the names of any parties involved. 

 Convey your suspicions to someone with the appropriate authority and 
experience in accordance with the Council’s Whistle Blowing Policy. 

 Deal with the matter promptly if you feel your concerns are warranted. 
Delay may cause the Council to suffer further financial loss or make further enquiry 
more difficult. 

 
DON’T   

 Do nothing. 
 Be afraid of raising your concerns. 

You will not suffer any recrimination from the Council as a result of voicing a 
reasonably held suspicion. The Council will treat the matter sensitively and 
confidentially, and will take reasonable steps to protect anyone who raises a well 
intentioned concern. 

 Approach or accuse any individuals directly. 
 Try to investigate the matter yourself. 

There are special rules surrounding the gathering of evidence. Any attempt to gather 
evidence by people who are unfamiliar with these rules may weaken or destroy any 
future prosecution should that be thought appropriate. 

 Convey your suspicions to anyone other than those indicated in the Council’s 
Whistle Blowing Policy. 
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The Public Interest Disclosure Act 1998 - will protect you from any reprisals as long as you 
meet the rules set out in the Act.  The rules are: 

 You must disclose the information in good faith 

 You must reasonably believe it to be substantially true 

 You must not seek any personal gain 
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Appendix 3 
GUIDANCE FOR MANAGERS 

HOW TO REACT TO CONCERNS OF INAPPROPRIATE BEHAVIOUR 
 

The action you take when you identify, or are made aware of, suspected inappropriate 
behaviour can be crucial in determining the success of any subsequent enquiries. 
Inappropriate behaviour is described in the Council’s Whistle Blowing Policy as: 

 Any criminal offence, particularly fraud or corruption  

 Unauthorised use of Council money  

 A failure to comply with a legal obligation 

 The endangering of an individual’s health and safety  

 Unnecessary dangers to the environment (for example, by pollution)  

 A person abusing their position for any unauthorised use or for personal gain  

 A person deliberately not keeping to a Council policy or an official code of 
practice (e.g. the Council’s Counter Fraud Strategy, the Employees’ or Members’ 
Code of Conduct) 

 A person failing to meet appropriate professional standards  

 Deliberate concealment of information relating to any of the above. 
 
Following these simple rules will help to ensure that matters are properly handled. 
As a manager you should familiarise yourself with both the Council’s Policy to help 
fight Fraud and Corruption and its Whistle Blowing Policy 
 
DO  

 Be responsive to employees’ concerns. 
As part of the Council’s anti-fraud and corruption culture, you should encourage 
employees to voice any reasonably held suspicion. As a manager you should treat all 
employees’ concerns seriously and sensitively. 

 Note details. 
Get as much information as possible from the employee reporting the suspicion and 
encourage them to record this in writing. If the employee has made any notes, 
request access to these 
Note any documentary evidence which may exist to support the allegations made, 
but do not interfere with this evidence in any way. 

 Evaluate the allegation objectively 
Before you take the matter further determine whether any suspicions appear to be 
justified. 
Be objective when evaluating the issue. Consider the facts as they appear based on 
information you have to hand. 
If in doubt, report your suspicions anyway. 
If you consider that no further action is necessary, you should still record your 
decision and also inform the Monitoring Officer of the original notification details. 

 Advise the appropriate person 
If you feel that a suspicion is justified advise an appropriate officer in accordance with 
the Council’s Whistle Blowing Policy 

 Deal with the matter promptly if you feel your concerns are warranted. 
Delay may cause the Council to suffer further financial loss or make further enquiry 
more difficult. 

 
DON’T  

 Ridicule suspicions raised by employees 
The Council cannot operate an effective anti-fraud and corruption culture or Whistle 
Blowing Policy if employees are reluctant to pass on their concerns to management 
due to fear of ridicule or recrimination. 
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You need to ensure that all employee concerns are given a fair hearing. You should 
reassure employees that they will not suffer recrimination by raising any reasonably 
held suspicion. 

 Approach or accuse any individuals directly 
 Convey your suspicions to anyone other than those indicated in the Council’s 

Whistle Blowing Policy 
 Try to investigate the matter yourself 

Investigations by employees who are unfamiliar with the requirements of evidence 
are highly likely to jeopardise a successful outcome. They may also alert the suspect 
and result in the destruction of evidence. 

 
Your primary responsibility is to report the issue and all associated facts to the 
appropriate officer, wherever possible. 
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Appendix 4 
How the Council Will Respond 

 
Whoever you raise your concerns with and whether the concern is made by an employee, 
member of the public, contractor, Councillor or partner, an impartial person will be appointed 
to investigate your concern and you will be informed of who this is.  Confidentiality will be 
maintained in accordance with this policy. 
 
In order to protect individuals and those accused of misdeeds or possible malpractice, initial 
enquiries will be made to decide whether an investigation is appropriate and, if so what form 
it should take.  The overriding principle which the Council will have in mind is the public 
interest.  Concerns or allegations which fall within the scope of specific procedures (for 
example, harassment or discrimination issues) will normally be referred for consideration 
under those procedures. 
 
Following these initial enquiries the Council will respond to your concerns as appropriate and 
establish whether or not: 

 Your concerns should be considered under this policy 

 Your concerns can be allayed satisfactorily without invoking a formal whistleblowing 
investigation 

 No further investigation is necessary 

 Your concerns may be resolved by other mechanisms or action, e.g. mediation, training 
or review 

 There is sufficient substance behind your concerns to trigger an investigation 
 
Where there is sufficient evidence behind the concerns to trigger an investigation the 
concern will either: 

 Be investigated by management or internal audit; or 

 Be referred to the Police; or 

 Be referred to the external auditor; or 

 Form the subject of an independent enquiry 
 
Some concerns may be resolved by action agreed with you without the need for 
investigation.  If urgent action is required this will be taken before any investigation is 
conducted. 
 
Within 10 working days of a concern being raised, the person appointed to investigate your 
concern will contact you (in a way which does not arise suspicions in your workplace): 

 Acknowledging that the concern has been received 

 Indicating how we propose to deal with the matter 

 Giving an estimate of how long it will take to provide a final response 

 Telling you whether any initial enquiries have been made 

 Supplying you with information on staff support mechanisms 

 Advising you of your entitlement to seek advice and representation from your trade union 
representative 

 Telling you whether further investigations will take place and if not, why not; and 

 To agree with you how to proceed if you have chosen to remain anonymous. 
 
The Council will do what it can to minimise any difficulties, which you may experience as a 
result of raising a concern.  For instance, if you are required to give evidence in criminal or 
disciplinary proceedings the Council will arrange for you to receive advice about the 
procedure and other appropriate support. 
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Once the person appointed to investigate your concern has completed their investigations, 
they will produce a written report that sets out: 

 The background to the whistleblowing concern; 

 The findings of fact and associated evidence; 

 The decision and reasons for the decision; and 

 The recommendations and associated action plan 
 
The Council accepts that you need to be assured that the matter has been properly 
addressed.  Subject to legal constraints and any confidentiality or other issues, we will inform 
you of the outcome of any investigation. 
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Introduction  
 
Context 
This Policy, and the accompanying procedures and reporting forms, represents an important 
part of the Council’s approach to dealing with the risk of fraud and corruption, and thus this 
Policy seeks to complement the Corporate Counter Fraud and Corruption Strategy and 
Whistleblowing Policy and contribute to the overall framework of Corporate Governance 
established to ensure that the Council is well managed and fulfils its statutory and regulatory 
duties in a proper and responsible manner.  Personal data will be used within lawful 
purposes, as detailed within the Council's Privacy Policy and Finance's Privacy Notice on 
our website. 
 
What is Money Laundering? 
Money laundering is defined in the Proceeds of Crime Act as the process by which the 
proceeds of crime are converted into assets which appear to have a legitimate origin, so that 
they can be retained permanently or recycled into further criminal enterprises’. Money 
laundering is a term designed to cover a number of offences. These offences may relate to 
the improper handling of funds that are the proceeds of criminal acts, or terrorist acts, so that 
they appear to come from a legitimate source.  
 
The Proceeds of Crime Act 2002 (POCA) established the main offences relating to money 
laundering, in summary these are: 

 Concealing, disguising, converting, transferring or removing criminal property from 
England and Wales, from Scotland or from Northern Ireland;  

 Being concerned in an arrangement which a person knows or suspects facilitates the 
acquisition, retention, use or control of criminal property; 

 Acquiring, using or possessing criminal property;  

 Failing to disclose information relating to any of the above money laundering offences;  

 “Tipping off” – informing someone who is, or is suspected of being involved in money 
laundering activities, in such a way as to reduce the likelihood of their being 
investigated; and  

 Doing something that might prejudice an investigation (for example falsifying a 
document). 

These money laundering offences may be committed by an organisation or by individuals 
working for an organisation.  
 
‘Criminal property’ has a relatively broad definition in money laundering legislation and no 
financial ceiling has been specified, above which organisations are obliged to take action when 
money laundering activities are suspected. Benefiting from ‘criminal property’ can work on two 
levels, an individual benefiting financially from the proceeds of a crime they have committed 
themselves, or an individual benefiting from the proceeds of a crime/dishonest activities 
perpetrated by someone else. No matter how large or small the sum of money involved in 
these dishonest activities, the full weight of the money laundering legislation and regulations 
will apply regardless of the financial sums identified. 
 
What is the purpose of the Money Laundering Policy? 
The risks to the Council of contravening money laundering legislation are relatively low and 
some aspects of the legal and regulatory requirements do not apply to public authorities. 
However, it is recognised that the Council is not completely immune from the risks 
surrounding money laundering. For this reason, the purpose of the Anti-Money Laundering 
Policy is to clearly demonstrate that the Council embraces the underlying principles of 
money laundering legislation and is taking reasonable steps to minimise the likelihood of 
such activities occurring, by developing a suitable framework of arrangements to safeguard 
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itself against action of this nature, whilst making satisfactory provisions to achieve 
compliance with legal and regulatory requirements, where appropriate. 

 
Scope – Policy Aim 
 
This policy applies to all employees of the Council and aims to prevent criminal activity 
through money laundering. It is extremely important that all employees are familiar with their 
legal responsibilities and are vigilant at all times: serious criminal sanctions may be imposed 
for breaches of the legislation. The key requirement on employees is to promptly report any 
suspected money laundering activity to the Money Laundering Reporting Officer (MLRO).  
Failure by any employee to comply with the procedures set out in this Policy may lead to 
disciplinary action being taken against them. Any disciplinary action will be dealt with in 
accordance with Breckland Council’s Disciplinary Policy and Procedure. 

 
Legislation 
 
There are three main laws and regulations which set out the money laundering regulations: 

 The Proceeds of Crime Act 2002 (POCA)  

 The Terrorism Act 2000 

 The Money Laundering Regulations 2017 
 
Under the Terrorism Act 2000, all individuals and businesses in the UK have an obligation to 
report knowledge, reasonable grounds for belief or suspicion about the proceeds from, or 
finance likely to be used for terrorism or its laundering, where it relates to information that 
comes to them in the course of their business or employment. 
 
It is important to note that money laundering regulations do not apply to public sector bodies, 
however the Council should still put in place practices to counter money laundering. 
Furthermore, the 2003 Money Laundering Regulations, which preceded the 2007 and 2017 
regulations, made organizations’ responsible for undertaking “relevant business” to have 
appropriate systems in place for the reporting of money laundering, staff training, and 
identifying and keeping records of money laundering. 
 
The Chartered Institute of Public Finance and Accountancy (CIPFA) issued guidance on how 
legal and regulatory provisions impact on public authorities. The latest information produced 
on the subject has been taken into account when drawing up the Policy.  
 
CIPFA considers that there is substantial reputational risk for an authority that does not have 
anti-money laundering policies and procedures in place.  It also points to the growing evidence 
that, while the majority of activity in the UK falls outside of the public sector, vigilance by 
authorities and their staff can help identify those who are or may be perpetrating crimes 
relating to the financing of terrorism and money laundering. 
 
This Policy and the working practices aligned to it have thus been designed to address the 
risk the Council may face if it does not properly address the potential for money laundering. 
As a responsible authority, we need to be mindful that a money laundering offence could be 
committed by an employee, or the Council could be a victim of such an offence. 

 
Procedure Consultation and Consideration 
 

The Council’s Corporate Management Team and Governance and Audit Committee. 
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Policy Statement 
 
The Money Laundering Reporting Officer (MLRO) 
The Council has nominated the S151 Officer as the MLRO, in their absence the Monitoring 
Officer acts as the deputy MLRO. 
 

Implementation 
 
Reporting to the Money Laundering Reporting Officer (MLRO) 
The primary duty of any employee, Councillor or third party under this Policy is to ensure that 
any suspicions or concerns that money laundering has occurred, or is likely to occur, should 
be reported to the MLRO as soon as the suspicion arises. It is essential that an employee 
comes forward as soon as practical to the MLRO. The disclosure should be within ‘hours’ of 
a suspicious activity coming to an individual officer’s attention, rather than several days or 
weeks later. Should this not be done, the employee may be liable to prosecution. To support 
the above process, Appendix 1 provides information on the types of activities where the 
Council may be subject to money laundering offences and guidance to staff on situations 
where money laundering activities could occur. 
 
Suspicions can be raised through direct contact with the MLRO, however it is preferable to 
use the reporting form which has been developed at Appendix 2, and e-mail the completed 
form to the MLRO. 
 
The employee, Councillor or third party should not make any further enquiries into the matter 
themselves, and any further action must be with the approval of the MLRO. Those who have 
raised a concern should ensure that they do not then voice their suspicions to the suspect 
and in so doing, tip them off to the concern. 
 
The MLRO is required to promptly evaluate any concerns/disclosures raised and determine 
whether they require further investigation and hence referral to the National Crime Agency 
(NCA), using the reporting forms included at Appendix 2. The MLRO should not undertake 
investigation of any concerns themselves. Where legal professional privilege may apply, the 
MLRO must liaise with the Legal department of the Council to determine the further action to 
be taken. 
 
In some cases, it may be necessary to seek approval from NCA before the Council can 
undertake any further activity in respect of the transaction. Where the MLRO has made such 
a referral to NCA, they will notify the person raising the concern, and again inform the 
individual when NCA has provided permission for the transaction to proceed. 
 
If a request for consent has been made to NCA, no action should occur for a period of 7 
days or until NCA gives consent. If this results in a transaction having to be deferred or 
delayed, it should be carefully handled to ensure that the customer is not tipped off as to the 
money laundering concern. 
 
After 7 working days following the day of submission, if NCA does not notify otherwise, they 
are deemed to have given consent to the transaction. If NCA instead notifies they refuse to 
give consent, a moratorium period of 31 days starts on the day the Council receives the 
refusal notice. During this period, the Council cannot proceed with the matter for which the 
consent was applied. At the expiry of the moratorium period, NCA is deemed to have 
consented to the request and the Council can proceed. 
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The MLRO should retain the details of any referrals made, including correspondence with 
the necessary bodies, using the forms included in Appendix 2. All information should be 
retained for a minimum of 6 years. 
 
To ensure the Council minimises the risk of tipping off, and to minimise any reputational 
damage should the suspicion be unfounded, the confidentiality of the matter will be 
respected at all times; the MLRO will only inform anyone of the suspicion where there is a 
genuine business need. 
 
Customer Due Diligence 
The Council does undertake activities that may be considered, under the Money Laundering 
Regulations, to be regulated, however it does not undertake these activities by way of 
business, and therefore would not normally be expected to undertake due diligence in 
respect of any clients to whom it provides these services. The types of activities that are 
regulated are, for example, tax services, treasury services, financial and accounting 
services, audit services, estate functions, assisting the formation, operation or arrangement 
of a company or trust, and dealing in goods with a one off cash payment of more than 
€15,000. 
 
However, it is good practice that wherever the Council does enter into such activities with a 
third party then due diligence checks should be actioned before the establishment of a 
relationship/transaction with the third party. Anyone entering into such transactions should 
refer these to the MLRO to undertake due diligence checks.  Additionally it may sometimes 
be necessary to complete a Data Privacy Impact Assessment as part of the due diligence, 
please refer to the Council’s GDPR officer for further guidance. 
 
Undertaking customer due diligence checks can take a number of forms. Consideration 
should be given to taking one or more of the following, if applicable. 

 Confirming the identity of the client via documentation, data or information obtained 
from a reliable and independent source, e.g. passport, and/or position within an 
organisation, where appropriate.  

 Obtaining confirmation from Companies House as to the registration details of the 
Company and details of the Company business.  

 Seeking electronic verification, e.g. performing credit checks.  

 Obtaining confirmation to regulated industries bodies (e.g. in the case of accountants, 
checking to CCAB certified bodies).  

 Requesting copies of financial statements.  

 Requesting details of interests and beneficial ownerships – with reference to the 
latter this is any individual who holds more than 25% of the shares, voting rights or 
interest in a company, partnership or trust.  

 Obtaining information on the purpose and intended nature of the business 
relationship.  

 
Any checks undertaken should remain proportionate to the risks of the individual business 
and the relationship. In practice these checks may be done on behalf of the council by third 
parties (i.e. Council appointed solicitors for a property purchase or sale or for the 
procurement of a significant or large contract).  
 
Additional checking may need to be performed if the person is not physically present to be 
identified, or they are politically exposed, by virtue of holding a prominent public function. 
Details of such checks should be recorded on the reporting forms in Appendix 2 and 
retained for a minimum of 6 years, with an electronic copy of every customer due diligence 
record being retained by the MLRO to meet the requirements of the regulations and in case 
of inspection. 
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Training 
The Council will take appropriate measures to ensure that all relevant employees are made 
aware of the law relating to money laundering and will arrange targeted, ongoing training to 
key individuals most likely to be affected by the legislation. 

 
Further Information 
 
Further information can be obtained from the MLRO and the following sources: 
 

 www.nationalcrimeagency.gov.uk – website of the National Crime Agency;  

 Combating Financial Crime – Further Guidance on Anti-Money Laundering for Public 
Service Organisations, published by CIPFA;  

 Anti Money Laundering (Proceeds of Crime and Terrorism) – Guidance for 
Accountants, published by CCAB (www.ccab.org.uk)  

 Money Laundering Guidance at www.lawsociety.org.uk  

 Money Laundering Regulations https://www.gov.uk/guidance/money-laundering-
regulations-introduction  

 
Monitoring 
 
The policy will be reviewed at least every 3 years (or more frequently if required by changes 
to statutory legislation). Subsequent to any approval, the following parties shall be consulted: 

 The Council’s Corporate Management Team  

 The Governance and Audit Committee 
 
On an annual basis the sections of this report which provides details of the key parties 
responsible for money laundering activities shall be reviewed by the MLRO and the Internal 
Audit Consortium Manager to ensure that details remain relevant and up to date.  This 
review will not require re-endorsement of the policy. 
 

Related Policies and Strategies 
 
Counter Fraud, Corruption and Bribery Policy 
Whistleblowing Policy 
 

Appendices 
 
Appendix 1 - Guidelines to staff and Councillors 
Appendix 2 - Money Laundering Report Form 
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Appendix 1 
 

How the council May Be Exposed to Money Laundering 
Guidelines to staff and Councillors on concerns or suspicions 

 

1 Guidelines to staff and Councillors on concerns or suspicions 
1.1 If you do have any suspicions or concerns about an individual or transaction then it is 

always better to raise those concerns appropriately. If necessary, you may wish to use 
the Council’s Whistleblowing Policy for further support and guidance on how to raise a 
concern. Conversely, if in doubt, seek advice from the MLRO.  

 
1.2 Although some offences and suspicions may be fairly apparent, some can be more 

difficult to identify. The simple guidance is to be vigilant, and not be afraid to question 
something if you don’t think it looks right. If you think something looks suspicious, then 
the probability is someone else may also think the same. It is better for the Council to 
be safe when handling public money – it would not reflect well on the Council’s 
reputation if it was found we had taken monies that were obtained through theft, drug 
trafficking, terrorism, etc.  

 
1.3 It is recognised that a lot of the Council’s activities are sensitive in nature, and in cases 

what, to some people, may be suspicious or concerning behaviour, from a money 
laundering perspective may not necessarily be in line with the activity occurring. 
However, people should always be mindful of genuine concern and suspicion.  

 

2 The types of activities that may be affected 
 
2.1 The following table sets out the types of activities that might be suspicious, and how 

the Council may come across those activities.  It is not intended to be exhaustive, and 
just because something you are suspicious about is not on the list, it doesn’t mean you 
shouldn’t report it. 
 

Activity The types of activity that may be affected 

New customers with 
high value 
transactions 

 Selling property to individuals or businesses 

 Renting out property to individuals or businesses  

 Entering into other lease agreements 

 Undertaking services for other organisations 

Secretive clients  Housing benefit claimants who have sums of money 
entering into / out of their bank account (even if we 
do not award them benefit, we should still consider 
money laundering implications) 

 People buying or renting property from the Council 
who may not want to say what it is for 

 People receiving grant funding who refuse to 
demonstrate what funding was used for 

Customers who we 
think are acting 
dishonestly or illegally 

 People paying for Council services who do not 
provide details about themselves  

 People making odd or unusual requests for payment 
arrangements 

Illogical transactions  People paying in cash then requesting refunds 

 Requests for the Council to pay seemingly 
unconnected third parties in respect of goods / 
services provided to the Council 
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 Requests for the Council to pay in foreign currencies 
for no apparent reasons 

Payments of 
substantial sums by 
cash 

 Large debt arrears paid in cash  

 Refunding overpayments 

 Deposits / payments for property 

Movement of funds 
overseas 

 Requests to pay monies overseas, potentially for “tax 
purposes” 

Cancellation of earlier 
transactions 

 Third party “refunds” grant payment as no longer 
needed / used 

 No payment demanded even though good / service 
has been provided 

 Sudden and unexpected termination of lease 
agreements 

Requests for client 
account details 
outside normal 
course of business 

 Queries from other companies regarding legitimacy 
of customers 

 Council receiving correspondence / information on 
behalf of other companies 

Extensive and over-
complicated client 
business structures / 
arrangements 

 Requests to pay third parties in respect of goods / 
services 

 Receipt of business payments (rent, business rates) 
in settlement from seemingly unconnected third 
parties 

Poor accounting 
records and internal 
financial control 

 Requests for grant funding / business support 
indicates third party not supported by financial 
information 

 Companies tendering for contracts unable to provide 
proper financial information / information provided 
raises concerns 

Unusual property 
investments or 
transactions 

 Requests to purchase Council assets / land with no 
apparent purpose 

 Requests to rent Council property with no apparent 
business motive 

Overcomplicated 
legal arrangements / 
multiple solicitors 

 Property transactions where the Council is dealing 
with several different parties 
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Appendix 2 
 

MONEY LAUNDERING REPORT FORM 
Employee Details 
Name  _______________________________________________________ 
 
Directorate and Team  __________________________________________ 
 
Date Reported  ________________________________________________ 
 
Contact details ________________________________________________ 
 
Offence Details 
Identities of the person(s) / company (s) subject to the enquiry  
 

Address and contact details of the subject  
 

 

 

 

 
Nature and details of the activity – please include whether this has already occurred or is 
likely to occur, where / when this occurred and how it arose – please continue on another 
sheet if necessary.  Please include details of all transactions. 

 

 
Investigations – has any investigation already occurred?  If so, please detail below 
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Discussions – have you discussed your suspicions with anyone – including any advisory 
bodies 

 

 
Disclosure – is there any reason why you believe this should not be disclosed to NCA? 

 

 
Further Information – if there is any further information you believe to be relevant, please 
include here: 

 

 
 
 
Signed _____________________________________________________ 
 
 
Date _______________________________________________________ 
 
 
This form should now be passed directly to the Money Laundering Officer 
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MONEY LAUNDERING DISCLOSURE FORM – TO BE COMPLETED BY THE MONEY LAUNDERING 
REPORTING OFFICER 

 
Date of Report being made ________________________________________ 
 
Subject of investigation 
______________________________________________________________ 
 
Will this matter be reported to NCA? _______________________________ 
 
Date of report to NCA ___________________________________________ 
 
If this is not being reported, why not? 

 

 
 
Officer referring customer _________________________________________ 
 
Contact details for officer _________________________________________ 
 
Is consent required from NCA for transaction to occur? Yes / No 
If so: 
 
Contact details of NCA liaison 
______________________________________________________________ 
 
______________________________________________________________ 
 
 
Has consent been received within 7 days? Yes / No 
 
After 7 days, has notification been given to employee? Yes / No 
 
Has consent been denied by NCA? Yes / No 
 
After moratorium, has notification been given to employee? Yes / No 
 
Can the Council Proceed with the Transaction? Yes / No  
 
 
Signed _______________________________________________________ 
 
Name ________________________________________________________ 
 
Date _________________________________________________________ 
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CUSTOMER DUE DILIGENCE FORM – PRIVATE INDIVIDUAL 
TO BE COMPLETED BY THE MONEY LAUNDERING REPORTING OFFICER 

 
Officer referring customer _________________________________________ 
 
Contact details for officer _________________________________________ 
 
 
Name of individual ______________________________________________ 
 
Address 
_________________________________________________________________________
_________________________________________________________________________
________________________________________ 
 
Date of Birth ___________________________________________________ 
 
Telephone number ______________________________________________ 
 
E-mail address _________________________________________________ 
 
Summary of Transactions and role of the individual  

 

 
Evidence of Identity obtained: (photocopies of all evidence should be attached to this form) 

 

 
Face to Face Contact? Yes / No 
 
Is the Client Politically Exposed? Yes / No 
 
Is the transaction by nature high risk? Yes / No 
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Is further enhanced verification required (if yes to any of the above three questions, 
enhanced verification is required): Yes / No 
 
If enhanced verification required, please detail all checks performed: 

 

 
Can the Council proceed with the transaction? Yes / No 
 
Signed ________________________________________________________ 
 
Date _________________________________________________________ 
 
  

148



 
CUSTOMER DUE DILIGENCE FORM – BUSINESS 

TO BE COMPLETED BY THE MONEY LAUNDERING REPORTING OFFICER 
 

Officer referring customer _________________________________________ 
 
Contact details for officer _________________________________________ 
 
 
Name of business _______________________________________________ 
 
Purpose of business _____________________________________________ 
 
Companies House Registration Number ______________________________ 
 
Registered business address 
_________________________________________________________________________
_________________________________________________________________________
________________________________________ 
 
Telephone number ______________________________________________ 
 
E-mail address _________________________________________________ 
 
Type of organisation (PLC, LLC, Sole trader etc) _______________________ 
 
Who are the Companies Directors – are there any beneficial owners (i.e. any person / 
company who owns more than 25% of the company in question) 

 

Date of first contact with Company __________________________________ 
 
Nature of transaction with company 
_________________________________________________________________________
___________________________________________________ 
 
 
Please attach details of all checks undertaken to verify the evidence of this company. 
 
 
 
 
 
Can the Council proceed with the transaction? Yes / No 
 
Signed ________________________________________________________ 
 
Date _________________________________________________________ 
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Meeting Date Agenda Item Officer Responsible
10 February 2022

Quarter 4 Strategic Risk Report Executive Director 

Verbal Discussion on Self Assessment Head of Internal Audit

Progress Report Head of Internal Audit

Follow up Report Head of Internal Audit

Strategic & Annual Internal Audit Plan 2022/23 Head of Internal Audit
Counter Fraud, Corruption & Bribery Policy, 
Whistleblowing Policy and Anti-Money Laundering Policy Executive Director 
Accounting Policies 2021-22 Executive Director 

23 June 2022

Reassessment of Key Decision Figure (as discussed at an 
earlier meeting) Executive Director 

28 July 2022

29 September 2022

15 December 2022

date tbc Standards Review - Code of Conduct Monitoring Officer

BRECKLAND COUNCIL GOVERNANCE & AUDIT COMMITTEE DRAFT WORK PROGRAMME
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